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FOREWORD

Prof. Dr. rer. nat. Dr. h.c. mult.
Wolfgang Wahlster

CEA of the German Research
Center for Artificial Intelligence
(DFKI)

Dear Reader,

With the second edition of the German Standardization Road-
map Artificial Intelligence, today we are able to present an
expanded and updated analysis of the current status and need
for international standards and specifications for this key
technology. In doing so, we wish to build on the great success
of the Roadmap published in November 2020, the results of
which received a great amount of international attention not
only in specialist circles but also among political bodies and
by the press following the presentation of the Roadmap at
the German government's Digital Summit.

Standardization is also seen by the new German federal gov-
ernment as part of its Al Strategy and as a topic of very great
importance. Following a kick-off event organized by DIN and
DKE on 20.01.2022, this new edition of the Standardization
Roadmap Al was developed with the active participation of
more than 570 experts from industry, science, civil society
and politics in nine working groups. These were accompanied
by a high-level coordination group on Al standardization and
conformity with a mandate from the federal government. The
work focused on nine core topics (basic topics, security/safety,
testing/certification, sociotechnical systems, medicine, in-
dustrial automation, mobility, energy/environment, financial
services), with Al topics in sociotechnical systems, energy and
environment, and financial services being new topics. The
comprehensive Final Report of the Enquete Commission Al of
the Bundestag of October 2020 was also taken into account.

As part of the German government’s Al Strategy, six Al com-
petence centres have now been established as the core of
the German Al research landscape. In addition to the further
development of the German Research Centre for Artificial
Intelligence (DFKI), five other Al competence centres located
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Christoph Winterhalter
Chairman of the Executive
Board, DIN

at universities were established and expanded, and from the
middle of this year, they were given permanent institutional
funding. Together with 100 newly filled Al professorships, this
results in a major boost for Al research and transfer to indus-
try, to which the implementation of the present Standardi-
zation Roadmap Al can make a significant contribution. For
the much-needed skilled workforce, initiatives such as the Al
Campus for online training and the Al Grid for the networking
and mentoring of researching Al young talent in international
micro-subject communities have been launched, among
others. The Platform Learning Systems has been further devel-
oped into a central Al platform for dialogues among science,
industry, society and politics, and is now also responsible for
the regular monitoring of the implementation of the German
Al Strategy using current key figures.

The German government's Al Strategy has ushered in a
“golden age” for German researchers that is the envy of
many colleagues in other countries. Even the U.S. and China
governments hardly provide as many long-term funding
opportunities for Al relative to population size as in Germany.

However, the task now is to reap the rewards of these govern-
ment investments through increased transfer to economic
value creation, including in small and medium-sized enter-
prises (SMEs) and through start-ups. In this context, the
implementation phase of the Standardization Roadmap Al
now starting in 2023/2024 is of utmost importance, because
standards and the certification of Al solutions based on
standards enable companies to achieve investment security,
legal certainty, and interoperability between platforms and
value networks, and secure market shares.
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FOREWORD

Rising energy costs and the threat of supply shortages, high
inflation rates, and disrupted supply chains as a result of the
Corona pandemic and the Russian war against Ukraine are
putting pressure on the entire economy. Artificial intelligence,
as a technology of the future in this difficult geopolitical sit-
uation, can quickly contribute partial solutions to overcome
these severe economic and societal pressures. For this to
happen, however, access to the data necessary for the use of
Al technologies must be facilitated and not blocked in a way
that hinders innovation. Standardization can also objectify
the often critical public debate on Al risks, so that the neces-
sary investments in this future technology are increasingly
made by decision-makers in companies.

For Germany, the world's most innovative factory supplier,
industrial Al plays a special role. Industrie 4.0 is an export
hit, as the Hanover Fair has shown again this year. Industrial
Al plays a significant role in this area. It forms the basis for
implementing the fourth industrial revolution in adaptable,
cyber-physical factories for small batch sizes, in which
collaborative and cognitive robots work hand in hand with
specialists in Al-based zero-defect production to produce
high-quality, high-tech products in a climate-friendly manner.
Digital twins measure the CO, footprint during production
and use Al algorithms to help reduce energy consumption.

Today, Germany has the highest robot density in Europe, and
the first collaborative robots were developed to commercial
maturity in Germany. Currently, there are more manufacturers
or their research labs for collaborative cognitive robots here
than in other parts of the world. Germany is still the clear
leader in the field of industrial Al, as our colleagues from

the USA and China also confirm. However, the task now is to
transfer this lead into industrial practice and to secure itin
the long term through standards and specifications.

Of course, there are quite a few Al application areas where
other nations are currently leading - but mostly for a very
good reason: For example, Germany is not working on Al
surveillance of civilians. Research on Al for personalized and
ubiquitous advertising on the Internet or for the production
of fully autonomous weapons systems is also not desired in
Germany and is not funded by the state.

The timely preparation of this second edition of the Stand-
ardization Roadmap Al would not have been possible without
the tireless efforts of our volunteer experts. The coordination
group on Al standardization and conformity, consisting of
high-ranking personalities, has held regular meetings and
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additionally adopted the final recommendations for action
by consensus in a closed meeting together with the leaders of
the nine working groups.

On behalf of the steering group, we would also like to take
this opportunity to thank all active members of the working
groups for their great commitment, and we would like to
express our special praise to Ms. Filiz Elmas as the excellent
coordinator of the overall project and head of her team.

Standardization in Germany is a joint task based on the broad
participation and collaboration of experts from industry,
science, government and society. Only the early engagement
of experts with broad experience will make it possible to
develop standards and specifications for Al that are in line
with the market and with needs, and to ensure the accept-
ance of these standards and specifications. If Germany wants
to ensure that its interests are adequately taken into account
in international Al standards, it is necessary to integrate Al
experts into our standardization bodies and to strengthen the
participation of German experts in international Al standardi-
zation bodies.

We wish all readers an exciting read and ask for your active
support in the implementation of this standardization road-
map over the coming years.

Together, we can then master quite a few challenges of
these changing times through a targeted use of certified Al
technologies in accordance with our European value system.

s

Prof. Dr. rer. nat. Dr. h.c. mult. Wolfgang Wahlster,
CEA of the German Research Center for Artificial Intelligence
(DFKI)

“

Christoph Winterhalter
Chairman of the Executive Board, DIN
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GREETING

Dear Reader,

We associate the term “artificial intelligence” (Al) with high
hopes for a future technology that can facilitate production,
work and administrative processes. At the same time, there
are also serious reservations, for example regarding the con-
trol and protection of civil rights. The task now is to minimize
the risks in order to make the best possible use of the many
opportunities that Al opens up for us.

For this, we need a legal framework that promotes the
responsible development of Al technologies and their use,
oriented toward humans and the common good, and that
also creates trust among users.

We want to create such a legal framework with the Artificial
Intelligence Act, which is currently being negotiated at EU
level. The aim is to ensure that Al systems placed on the
European single market - depending on their risk level - meet
certain requirements for transparency, accuracy, IT security
and human oversight, for example. The concrete technical
implementation of this Act will then be specified in European
Standards.

In parallel with the European processes, Al standards are also
being developed at international level to define the future
global market environment for this technology. Those who
want to be at the forefront of the global competition for the
best Al solutions need to help shape this market environment.
We therefore stipulated in Germany’s Coalition Agreement
that we want to strengthen our involvement in international
standardization processes. By actively contributing to the
development of international Al standards and specifications,
we can pave the way for our innovations to enter global
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Dr. Robert Habeck
German Federal Minister for Economic Affairs
and Climate Action

markets and ensure that European values are taken into
account when developing and marketing new technologies.

In the second edition of the German Standardization Road-
map Artificial Intelligence, you will find an overview of the
existing standardization landscape, concrete standardization
needs that we from Germany and Europe can contribute
to international standardization, and recommendations
for action for the topics that need to be prioritized. The
German Standardization Roadmap Al is an important basis
for promoting “Artificial Intelligence (Al) Made in Germany”
as a globally recognized seal of approval for a trustworthy
technology. | would like to thank everyone involved at DIN
and DKE for their excellent work.

The next step is to implement the identified recommenda-

tions for action. All stakeholders involved in standardization
are called upon here. Get involved and seize the opportunity
to help shape the rules of the game for artificial intelligence.

@Q# e

Your

Dr. Robert Habeck

German Federal Minister for Economic Affairs
and Climate Action
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SUMMARY

Summary

On behalf of the German Federal Ministry of Economic Affairs
and Climate Action, DIN and DKE started work on the second
edition of the German Standardization Roadmap Artificial
Intelligence in January 2022. With the broad participation and
involvement of more than 570 experts from industry, science,
the public sector and civil society, the strategic Roadmap for
Al standardization was thus further developed. This work was
coordinated and accompanied by a high-level coordination
group for Al standardization and conformity.

The standardization roadmap implements a measure of
the German government’s Al Strategy and thus makes a
significant contribution to “Al - Made in Germany”.

Standardization is part of the Al Strategy and is a strategic
instrument for strengthening the innovation and compet-
itiveness of the German and European economies. Not
least for this reason, standardization plays a special role in
the planned European legal framework for Al, the Artificial
Intelligence Act.

This Standardization Roadmap Al identifies the requirements
in standardization, formulates concrete recommendations
and thus creates the basis for initiating standardization work
at national level, and especially at European and international
level, at an early stage. In doing so, the Roadmap makes a sig-
nificant contribution to the European Commission’s Artificial
Intelligence Act, supporting its implementation

Chapter 1 of the Roadmap introduces the topic and presents
the significance of standardization for economic policy, as
well as the Roadmap's objectives and approach.

The current actors and standardization environment for Al are
described in Chapter 3, which gives an overview of relevant
innovation policy initiatives, research projects, and standard-
ization activities.
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The Standardization Roadmap Al focuses on nine key topics,
which are addressed in Chapter 4:

— The Roadmap begins with the basic topics, such as
terminologies and definitions, classifications and ethical
issues. They are the basis for Al discussions and are thus
the central core of the Roadmap.

The security/safety of Al systems plays a crucial role

in widespread use of Al solutions. Only a more in-depth
consideration of requirements for operational safety

and information security, for example, can enable the
comprehensive use of Al systems in business and society.
Another key topic, and the basis for the broad market
success of Al, is testing and certification. This requires
reliable quality criteria and reproducible test methods
that can be used to verify the properties of Al systems.
They are a key prerequisite for assessing the quality of
Al-based applications and contribute significantly to
explainability and traceability - two factors that build
trust and acceptance.

Another challenge in the use of Al, especially for small
and medium-sized enterprises, is the integration of Al
technologies in organizations. The focus here is on socio-
technical aspects such as human-technology interaction,
humane work design, and requirements for business
structures and processes, which are all examined in the
Roadmap.

The fields of application of Al are extremely diverse.

Al technologies are used in almost all business and
application areas and offer great potential. To cover a
broad spectrum of applications, the Roadmap considers
industry-specific challenges for the following five sectors
in particular, in addition to the cross-cutting issues
mentioned above: Industrial Automation, Mobility,
Medicine, Financial Services and Energy / Environment.

The present Roadmap outlines the work and discussion
results for all nine key topics and provides a comprehensive
overview of the status quo, requirements, and needs for
action.



With more than 116 identified standardization needs, the
Roadmap illustrates concrete potential in all core topics
and formulates six central recommendations for action in
Chapter 2:

— Develop, validate, and standardize a horizontal
conformity assessment and certification programme for
trustworthy Al systems

— Establish data infrastructures and elaborate data quality
standards for the development and validation of Al
systems

— Consider humans as part of the system in all phases of
the Al life cycle

— Develop specifications for the conformity assessment of
continual or incremental learning systems in the field of
medicine

— Develop and deploy secure and trusted Al applications in
mobility through best practices and assurance

— Develop overarching data standards and dynamic
modelling techniques for the efficient and sustainable
design of Al systems

The high dynamics in Al technology development and the
rapid increase in industrial applications of Al systems are also
placing new types of demand on standardization processes
and on the provision and further utilization of standards con-
tent. To meet these challenges, the standards organizations
are developing new approaches, which are listed in Chapter 5
of the Roadmap. The focus here is on reviewing and adapting
the current collections of standards, analyzing standardiza-
tion needs, and the agile development and demand-driven
provision of standards and specifications.

This Standardization Roadmap sets the path for future
standardization in the field of artificial intelligence. Initial
needs for action were already identified in the first edition of
the Roadmap, a large number of which have been initiated or
implemented as standardization and research projects. The
current status of the implementation activities from the first
edition is described in Chapter 6.

SUMMARY

The publication of the second edition of the Standardization
Roadmap represents the starting point for the implementa-
tion of the results. Here, too, it is important to launch stand-
ardization activities in line with the recommendations for
action and to leverage the identified potential with the help
of the resulting standards and specifications. Standards and
specifications will support German industry and science in
creating innovation-friendly conditions for the technology of
the future. In particular, the results of the Roadmap can make
an important contribution to the socio-political debate on the
role and use of Al.

Standardization in Germany is based on the cooperation of
experts from industry, science, the public sector and civil
society. Only an early involvement of Al experts in standard-
ization bodies will make it possible to incorporate German
interests in International Standards and thus to develop
market-oriented standards and specifications for Al, and also
to strengthen Germany's position as an economic nation and
exporting country.
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CHAPTER 1 - INTRODUCTION

From robots working together in Industrie 4.0 to intelligent
voice assistants and autonomous driving cars - artificial
intelligence is changing our economy and society in a lasting
manner. The self-learning and continuously improving Al
systems enable more efficient processes in production and
other areas. Completely new business models can be created
through such systems. The possibilities are endless - and

yet such an influential technology should stay within certain
boundaries in order to actually help us. Reliable, functional
and, above all, safe and secure Al needs certain rules: first

of all, a common understanding and a uniform language, so
that everyone is talking about the same thing. In addition,
open interfaces are necessary for the systems to realize their
full potential and work together efficiently. Only in this way
can different Al-controlled machines communicate with each
other, and products become visible along the entire value
chain. At the same time, ethical issues play a central role in
the use of artificial intelligence. Distortion, discrimination,
and manipulation should be prevented from the outset if Al is
to benefit humans.

Standards and specifications make a key contribution to all
these aspects: They define requirements for artificial intelli-
gence and structure the technology landscape. This makes
them a strategically important instrument for strengthening
the innovation and competitiveness of the German econo-
my. The estimated economic benefit of standards is around
17 billion euros a year [1]. This is one of the reasons why
work on the second edition of the Standardization Roadmap
Artificial Intelligence was begun. The task of this Roadmap is
to formulate a strategic plan for Al standardization.

Role of standardization
in the field of Al

The development of Al applications has advanced rapidly in
recent years, and so creating a future-proof framework for Al
is essential.

Standards and specifications play an important part in this.
They enable a reliable and safe application of Al technologies
and contribute to explainability and traceability. This in turn
makes them key factors for the acceptance of Al applications
and creates trust in the market and among consumers.
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Standards and specifications are a crucial factor for the broad
market success of Al: They help to establish innovations more
quickly by promoting the rapid transfer of technologies from
research to application, thus making it easier for German
companies to enter European and international markets.
Small and medium-sized companies in particular benefit
from this, because open interfaces and uniform requirements
make it easier for them to access international markets.

Those who get involved in the development of standards and
specifications can actively shape the global technical rules for
Al and thus gain a lead. Early engagement of German stake-
holders in national, European and international standardiza-
tion is therefore essential to strengthen Germany as a global
economy and exporting nation. International competitors
have recognized this advantage; China and the USA in par-
ticular are major drivers of international Al standardization. If
Germany and its European partners want to ensure that Euro-
pean values and ethical guidelines are adequately reflected

in international Al standards, participation in standardization
and an increased presence in international Al standardization
bodies is strongly advised.

Policymakers have also recognized standardization as a
strategic instrument for international competitiveness. This is
one of the reasons why the German government has identi-
fied standardization as a central element in its Al Strategy
(see Chapter 1.3). The European Commission also published
a proposal for a legal framework for Al in spring 2021: the
Artificial Intelligence Act (Al Act) (see Chapter 1.4). With the
world’s first legal framework for Al, the EU aims to ensure
the safety and fundamental rights of people and businesses
when using Al, while strengthening investment and innova-
tion. The planned Al Act assigns a central role to standardi-
zation: Harmonized European Standards are to technically
specify requirements for transparency, robustness, and
accuracy in the future, particularly in the area of high-risk Al
applications.



CHAPTER 1 - OBJECTIVES AND CONTENT OF THE STANDARDIZATION ROADMAP Al

Objectives and content of the
Standardization Roadmap Al

Standards and specifications make a central contribution
when it comes to defining requirements for artificial intelli-
gence and structuring the technology landscape.

The early development of a strategic plan that identifies
standardization needs and makes recommendations is
essential. The Standardization Roadmap Al represents such a
strategic plan. It describes a framework for action for stand-
ardization in the field of Al, which is created on the basis of a
broad coordination process and is thus the essential founda-
tion for initiating corresponding work in standardization at
national, but above all at European and international level.

The Standardization Roadmap Al thus implements a key
measure of the German government’s Al Strategy] [2] and
makes a significant contribution to introducing the national
position at an early stage at European and international level,
thereby decisively strengthening Germany’s role as an eco-
nomic nation and exporting country. The aim of the Standard-
ization Roadmap Al is to create innovation-friendly framework
conditions for the technology of the future and to support
German industry and science in the international competition
for the best solutions and products in the field of Al.

The Standardization Roadmap is to be understood as a “living
document” that presents the current results of work and dis-
cussions, and serves as a central communication medium for
exchange between standardization bodies, industry, associa-
tions, research institutions, civil society and policymakers.

It is developed and regularly updated in an open, transparent
and broad-based participation process by representatives
from business, science, the public sector and civil society.

[WE] Objectives of the Standardization

Roadmap Al

The Roadmap has two main objectives: First, it describes the
environment in which Al standardization is taking place and
provides an overview of existing standards and specifications
on aspects of Al. Second, it identifies standardization needs
and formulates concrete recommendations for action. The
Roadmap thus sets the path for future standardization in the
field of Al and makes a significant contribution to establishing
“Al - Made in Germany” as a strong brand for developing new

business models, effective innovations and scalable applica-
tions. This makes it the signpost for Al standardization and
at the same time offers great potential for raising European
values to the international level.

The target audience of the Standardization Roadmap is the
broad Al professional public. Its recommendations are pri-
marily directed at industry, but also at representatives of the
quality infrastructure, politics, research and civil society.

First edition of the Standardization Roadmap Al

DIN and the German Commission for Electrical, Electronic &
Information Technologies in DIN and VDE (DKE), on behalf of
the Federal Ministry for Economic Affairs and Climate Action
(BMWK), had initiated work on the first edition of the German
Standardization Roadmap “Artificial Intelligence” as early as
the end of 2019. With the participation of more than 300 ex-
perts from various fields, the first edition of the Standardiza-
tion Roadmap Al was developed and presented to the expert
public for the first time at the German government’s Digital
Summit in November 2020. The results of the Standardization
Roadmap Al represent an inventory and serve as a strategic
plan for standardization in the field of Al. Since its publica-
tion, work has been proceeding at full speed to implement
the total of 78 identified recommendations for action and
needs from the seven main topics (basic topics, ethics, quali-
ty/certification/conformity assessment, IT security, industrial
automation, mobility/logistics and medicine). A large number
of standardization projects have been successfully initiated
and also introduced at European and international level (see
Chapter 6).

In addition, “Lighthouse Projects of the German Standardi-
zation Roadmap Al” have been launched to implement the
overarching recommendations for action of the Roadmap
(1st edition). With the help of these implementation projects,
practical experience is being gathered in the context of the
respective application, concrete standardization needs are
being derived, and findings on quality and conformity testing
are being gained. The “lighthouse projects” are thus of par-
ticular importance in the implementation of the Standardiza-
tion Roadmap Al, which is why they enjoy increased attention
among standardization stakeholders and are widely visible in
industry, research and politics. An overview of the standardi-
zation projects initiated and the status of the implementation
activities of edition 1 of the Roadmap is presented in Chap-
ter 6.
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Second edition of the Standardization Roadmap Al

The high dynamics in Al research and industrial development
and application on the one hand, and emergent changes at
the regulatory level on the other, require continuous further
development of the strategic framework for action and the
recommendations of the Standardization Roadmap Al. For
this reason, work on the second edition of the Standardiza-
tion Roadmap Artificial Intelligence was launched in January
2022 on behalf of the Federal Ministry for Economic Affairs
and Climate Action (BMWK). The aim is to continue and further
develop the previous results. Thus, this Roadmap builds on
the findings of the first edition and is considered a stand-
alone document.

The Standardization Roadmap Al focuses on selected key
topics: Horizontal and cross-cutting aspects as well as sector-
specific challenges are highlighted. In addition to the
previous topics such as basic topics, security/safety, testing
and certification, industrial automation, mobility as well as
medicine, the focus will additionally be on the new aspects
sociotechnical systems, financial services and energy/en-
vironment. The task of the Roadmap is to provide a com-
prehensive overview of the status quo, requirements and
challenges, as well as standardization needs for the nine

key topics mentioned above. Within the scope of the second
edition of the Standardization Roadmap Al, industry-relevant
use cases are considered in detail and concrete standardiza-
tion needs are derived from them.

In addition, this Standardization Roadmap Al pays special at-
tention to the draft Artificial Intelligence Act (Al Act) published
by the European Commission. This planned, world’s first legal
framework for Al assigns a central role to standardization.

In the area of high-risk Al applications in particular, require-
ments for Al systems are to be technically specified in future
in harmonized European Standards (see Chapter 1.4). One
task of the second edition of the Standardization Roadmap Al
is therefore also to identify needs for standards and specifica-
tions to implement the Al Act and to take these into account
when designing the further ground plan for standardization.

The publication of the Standardization Roadmap Al is being
followed by the phase of implementation and stabilization
of the results: Within the framework of implementation and
“lighthouse” projects, practical experience is to be gathered
for typical and industry-relevant Al applications, require-
ments are to be identified, and concrete standardization
needs are to be derived and implemented. The central ob-
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jective of consolidation is to incorporate the identified topics
and needs (see Chapter 4) in the relevant standardization
bodies, to initiate concrete standardization activities and ulti-
mately to develop standards and specifications. The focus for
2023 and 2024 will therefore be on consolidating the results
of the Standardization Roadmap.

It should be noted that standardization is always a joint task
based on the broad participation and collaboration of experts
from industry, science, government and society as a whole.
Only the early engagement of experts with broad experience
and insights from practice will make it possible to develop
standards and specifications for Al that are in line with the
market and with needs, and to ensure their acceptance in
industry, science and society as a whole. If Germany wants to
ensure that its interests are adequately reflected in interna-
tional Al standards, active participation in standardization
and increased presence in international Al standardization
bodies are strongly advised.

Coordination Group Al Standardization
and Conformity

The work on the Standardization Roadmap Al and its im-
plementation is steered and accompanied by the high-level
Coordination Group “Al Standardization and Conformity”?
(referred to below as the Coordination Group). This was
founded in May 2021 with a mandate from the German gov-
ernment, represented by the Federal Ministry for Economic
Affairs and Climate Action (BMWK), the Federal Ministry of
Education and Research (BMBF) and the Federal Ministry of
Labour and Social Affairs (BMAS), and is composed of leaders
from all relevant areas for Al. The 17 members from industry,
standardization, politics, science and civil society represent
important topics, disciplines, industries and companies of
different sizes, and see themselves as ambassadors for Al
standardization (see Figure 1). The Coordination Group thus
replaces the “Steering Group Standardization Roadmap Al”,
which accompanied and steered the previous activities for
the first edition of the Standardization Roadmap.

1 www.din.de/go/koordinierungsgruppe-ki
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The Coordination Group is responsible for the content and
strategic direction of the Roadmap, provides impetus for
important innovation and socio-political developments, and
advocates for national and international cooperation in the
field of Al. It also drives forward the practical implementation
of the Roadmap’s recommendations in a targeted manner
and coordinates all activities arising from them. At the same
time, it serves as a general contact point for standardization
on the topic of artificial intelligence and as a place where

the entire German Al landscape can coordinate, exchange
and participate. The Coordination Group is supported by the
Expert Group, whose 24 members? have been appointed to
support the Coordination Group members and/or to network
with relevant initiatives or actors.

Methodical approach

The work on the second edition of the Standardization Road-
map Al kicked off with a virtual event3 on 20 January 2022,
attended by more than 600 participants (see Figure 2). Speak-
ers from politics, business, standardization, science and civil
society organizations discussed the objectives and approach
of the Roadmap and provided thematic insights into the key
topics. In addition, practical implementation projects that
emerged from the recommendations for action in the first
edition of the Roadmap Al were highlighted.

As with the first edition of the Roadmap, the participation
of experts from all stakeholders is the essential basis for the
development of the Standardization Roadmap.

2 The members of the Expert Group are: Dir. u. Prof. Dr. Lars Adolph
(BAuA), Nikolas Becker (Gl), Dr. Tarek R. Besold (DEKRA DIGITAL),
Jens Brinckmann (BMWK), Egbert Fritzsche (VDA), Dr. Patrick Gilroy
(TUV-Verband), Dr. Sebastian Hallensleben (VDE), Taras Holoyad
(Bundesnetzagentur), Dr. Maximilian Hosl (acatech), Dr. Jiirgen
Klippert (IG Metall), Alena Kiihlein (DIHK), Daniel Loevenich (BSI),
Dr. Christoph March (BMBF), Manfred Meiss (BMWK), Dr. Maximilian
Poretschkin (Fraunhofer IAIS), Prof. Dr. Georg Rehm (DFKI), Guido
Reimann (VDMA), Jochen Reinschmidt (ZVEI), Dr. Kinga Schumacher
(DFKI), Rosmarie Steininger (Chemistree), Dr. Christina Strobel
(KI Bundesverband), Hauke Timmermann (eco - Verband der Inter-
netwirtschaft), Merle Uhl (Bitkom e.V.), PD Dr. Marc Wittlich (IFA der
DGUV)

3 Exerpts from the event are on YouTube: https://youtu.be/jt_xen012xU;
for more information on the event go to: www.din.de/go/auftakt-ki)

Interested representatives from industry, science, the public
sector and civil society, as well as representatives of groups
already constituted and involved in the topic of Al, were invit-
ed to actively contribute their expertise to the development
of the Standardization Roadmap. In this context, the consid-
eration of different perspectives and associated requirements
is of great importance, so that both technical and non-techni-
cal aspects were equally incorporated into the development
process of the Standardization Roadmap Al.

More than 570 experts from various industries and with differ-
ent backgrounds of experience were recruited to participate
and contributed their expertise. The Roadmap was developed
in nine working groups on various key topics (see Chapter 4)
and was organized completely virtually on the DIN.ONE* col-
laboration platform. Figure 3 shows the composition of the
working groups.

4 www.din.one/site/ki
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MEMBERS OF THE
COORDINATION

GROUP:

Dr. Daniela Bronstrup
Federal Ministry for
Economic Affairs and
Climate Action (BMWK)

Dr. Wolfgang Hildesheim
Bitkom and
IBM Deutschland

Dr. Vanessa Just
German Al Association

Prof. Ina Schieferdecker
Federal Ministry of
Education and Research
(BMBF)

Alexander Rabe
eco Association of the
Internet Industry

Prof. Stefan Wrobel
Fraunhofer Institute for
Intelligent Analysis and
Information Systems (IAIS)

Christoph Winterhalter
German Institute for
Standardization (DIN)

Dr. Joachim Biihler
TOV Association

Julia Kloiber
Superrr Lab

Dr. Volker Treier
Association of German
Chambers of Industry and
Commerce (DIHK)

PERMANENT
GUESTS OF THE

COORDINATION
GROUP:

Dr. Detlef Gerst
IG Metall

Prof. Antonio Kriiger
German Research Centre
for Artificial Intelligence
(DFKI)

\ .
Prof. Wolfgang Wahlster
Germany’s Platform For
Artificial Intelligence and
German Research Centre
for Artificial Intelligence
(DFKI)

Dr. Johannes Winter®

Plattform Lernende Systeme -
Germany’s Platform For Artifi-

cial Intelligence

Figure 1: Members of the Coordination Group Al Standardization and Conformity (Source: DIN)

5 to08/2022 “Platform Learning Systems”, from 09/2022 L3S Al Research Centre
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Dr. Tobias Heimann
ZVEI Germany’s Electro
and Digital Industry and
Siemens Healthineers

™\ N
Dr. Christoph Peylo
Machinery and Equipment
Manufacturers Association
(VDMA) / German Association
of the Automotive Industry
(VDA) and Robert Bosch GmbH

Prof. Dieter Wegener
German Commission for
Electrical, Electronic &
Information Technologies
of DIN and VDE (DKE)
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Figure 2: Scenes from the kick-off event (Source: DIN)
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Figure 3: Composition of
the nine working groups
of the Standardization
Roadmap Al (Source: DIN)

Experienced experts were recruited to chair the working
groups (see Figure 4), who led the substantive work and
reported regularly to the Coordination Group and the group
of experts.

1. Basic topics (Heads: Dr. Peter Deussen, Microsoft
Deutschland GmbH, and Annegrit Seyerlein-Klug,
neurocat GmbH)

2. Security/safety (Heads: Dr.-Ing. Rasmus Adler, Fraun-
hofer-Institut flir Experimentelles Software Engineering
(IESE), and Annegrit Seyerlein-Klug, neurocat GmbH)

3. Testing and certification (Heads: Dr. Maximilian
Poretschkin, Fraunhofer-Institut fiir Intelligente Analyse-
und Informationssysteme (lAIS), and Daniel Loevenich,
Federal Office for Information Security (BSI)

4. Sociotechnical systems (Heads: Rosmarie Steininger,
CHEMISTREE GmbH, Dr.-Ing. Patricia Stock, REFA-Institut
e.V., and Lajla Fetic, Bertelsmann Stiftung)

5. Industrial automation (Head: Dr.-Ing. Christoph Legat,
HEKUMA GmbH)

6. Mobility (Heads: Prof. Dr. Simon Burton, Fraunhofer-Insti-
tut flr Kognitive Systeme (IKS), and Dr. Christian Miiller,
Deutsches Forschungszentrum fiir Kiinstliche Intelligenz
(DFKI))

7. Medicine (Heads: Dr. Jackie Ma, Fraunhofer-Institut fur
Nachrichtentechnik, Heinrich-Hertz-Institut (HHI), and
Dr. Dirk Schlesinger, TUV Al Lab)
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8. Financial services (Head: Dr. Oliver Maspfuhl, Deutsche
Bank AG)

9. Energy/environment (Heads: Dr.-Ing. Mathias Uslar,
OFFIS - Institut fir Informatik, and Maximilian Schildt,
RWTH Aachen University)

Figure 5 shows the overall structure of the project for the
Standardization Roadmap Al.

This Standardization Roadmap Al was published at the end
0f 2022 and handed over to the German government. It is
available to be downloaded for free in German and in English
at https://www.din.de/go/roadmap-ai.

The publication of the Standardization Roadmap Al marks
the immediate start of the implementation and consolidation
of the results. Then, with the support of all Federal Ministries
and the participation of experts from industry, research

and civil society, as many of the recommendations for

action as possible must be implemented quickly in the form
of concrete implementation projects and standardization
activities.
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HEADS OF
THE WORKING

GROUPS:

Dr. Peter Deussen Annegrit Seyerlein-Klug Dr.-Ing. Rasmus Adler Daniel Loevenich

WG Basic Topics WG Basic Topics WG Security/safety WG Testing and certification
Microsoft Deutschland WG Security/safety Fraunhofer Institute for German Federal Office for
GmbH neurocat GmbH Experimental Software Information Security (BSI)

Engineering (IESE)

Dr. Maximilian Poretschkin  Lajla Fetic Rosmarie Steininger Dr.-Ing. Patricia Stock Dr.-Ing. Christoph Legat
WG Testing and certification WG Sociotechnical systems WG Sociotechnical systems WG Sociotechnical systems WG Industrial automation
Fraunhofer Institute for Bertelsmann Stiftung CHEMISTREE GmbH REFA-Institut e. V. HEKUMA GmbH

Intelligent Analysis and
Information Systems (IAIS)

R / . r
Prof. Dr. Simon Burton Dr. Christian Miiller Dr. Jackie Ma Dr. Dirk Schlesinger Dr. Oliver Maspfuhl
WG Mobility WG Mobility WG Medicine WG Medicine WG Financial services
Fraunhofer Institute for German Research Centre Fraunhofer Institute for TUV Al Lab Deutsche Bank AG
Cognitive Systems (IKS) for Artificial Intelligence Telecommunications,
(DFKI) Heinrich-Hertz-Institut
(HHI)

(i :
y
-~ n 4

N |
Dr.-Ing. Mathias Uslar Maximilian Schildt
WG Energy and the WG Energy and the
environment environment
OFFIS - Institut fir RWTH Aachen University

Informatik

Figure 4: Heads of the working groups (Source: DIN)

German Standardization Roadmap on Artificial Intelligence - 19



CHAPTER 1 - INTRODUCTION

Coordination Group Al Standardization and Conformity

Reporting I

Strategic and thematic
direction setting

Group of Experts

Reporting I

Strategic and thematic
direction setting

Project "Standardization Roadmap Al “

Project Coordination: DIN

WG WG WG WG WG

WG WG WG WG
Basic topics Security/ Testing and Socio- Industrial Mobility Medicine Financial Energy/
safety certification technical automation services environment
systems

Exchange of WG Heads

Figure 5: Project structure of the Standardization Roadmap Al (Source: DIN)

Al Strategy of the German Federal
Government

In November 2018, the German government adopted its
national strategy “Artificial Intelligence” [2] and intends to
use it to further develop Germany into a leading location for
Al and strengthen the competitiveness of the German and
European economies, especially vis-a-vis the USA and China.
In this context, the potential of human-centric Al is to be
exploited in accordance with the European economic, value
and social structure in order to promote the application of Al
on a broad scale.

By updating the national Al Strategy at the end of 2020, the
German government responded to new developments and
needs that have arisen since the first edition was published
[3]. The update focuses on developments in the wake of the
Covid 19 pandemic, sustainability issues, in particular envi-
ronmental and climate protection, and European and interna-
tional networking. The financial resources for implementing
the strategy by 2025 have been increased from the previous
three billion euros to five billion euros.
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Specifically, with the update of the Al Strategy, the German

government intends to

— train, recruit and retain more Al specialists in Germany,

— establish high-performance and internationally visible
research structures and, in particular, provide interna-
tionally competitive cutting-edge Al and computing
infrastructures,

— establish Al ecosystems with an international reach based
on excellent research and transfer structures in order to
accelerate the application of research results in business
practice, especially in the SME sector, and to boost the
start-up dynamics,

— strengthen the underlying conditions for innovative and
human-centric Al applications in Germany and Europe by
establishing and expanding the quality infrastructure on
the basis of an appropriate regulatory framework into a
system for safe, secure and trustworthy Al, and

— support civil society networking and involvement in the
development and use of Al that serves the common good

[3].



Even in the first edition of the Al Strategy, the German
government assigns a central role to standards and presents
standardization as a central building block of the Strategy. It
states that the German government will (among other things)
develop a Roadmap on standards and specifications in the
field of Al'in a joint project with DIN. Furthermore, the review
of existing standards and specifications for “Al suitability”

as well as the development of machine-readable and ma-
chine-interpretable standards and specifications (SMART
standards) for Al applications is suggested.

The update [3] also clearly emphasizes and elaborates the
importance of standards and specifications in the field of Al.
It states:

— “By setting clear rules and standards, the fundamental
rights of citizens can be protected, trust in Al can be
strengthened, sustainable deployment of Al as well as
innovation and competition can be promoted.” (p.6)

—  “This forms the basis for a subsequent implementation
programme, which, building on the Roadmap, is to initi-
ate specific standardization projects, address certification
issues for learning systems and initiate the rapid transfer-
ability of the findings gained into international standards
and test criteria. Key topics here are inter alia safety and
security, robustness, transparency and non-discrimina-
tion in Al systems” (p.19)

—  “In combination with metrology, accreditation, conform-
ity assessment, market surveillance and environmental
audits, rules, norms and standards form the quality
infrastructure - the backbone of the ‘Made in Germany’
brand.” (p. 20)

—  “Implementing the roadmap defined in the Standardi-
zation Roadmap Al: developing test criteria on the basis
of established and future test technologies to test the
robustness, safety and security, reliability, integrity,
transparency, explainability, interpretability and non-
discrimination of (hybrid) Al systems”. (p. 31)

By highlighting and promoting the development of technical
standards and specifications within the framework of the
national Al Strategy, economic processes will be facilitated,
technology transfer will be favoured, and confidence in Al
products and Al services will be strengthened via the national
quality infrastructure.

CHAPTER 1 - Al REGULATION AT EUROPEAN LEVEL

Al regulation at European level

In April 2021, the European Commission published a land-
mark draft to regulate the use of artificial intelligence - the
Artificial Intelligence Act (Al Act) [4]. The draft regulation
represents the world’s first regulatory framework for Al and is
based on the “Coordinated Plan on Artificial Intelligence” [5],
the “Policy and Investment Recommendations for Trust-
worthy Artificial Intelligence” [6] and the “White Paper on
Artificial Intelligence” [7]. The stated goal of the planned Al
Act is to ensure fundamental rights and security in the Euro-
pean Union when using Al, while promoting investment and
innovation in the EU member states.

In the draft, the Commission basically assumes a very broad
concept of artificial intelligence and pursues a technology-
neutral and risk-based approach. Based on the recommen-
dations of the independent High Level Expert Group (HLEG)
set up by the Commission, three essential components for
trustworthy artificial intelligence have been defined: law-
fullness, ethics and robustness. Four ethical principles were
identified as the foundations of trustworthy Al: Respect for
human autonomy, prevention of harm, fairness, and explain-
ability. The realization of these principles has been described
in seven core requirements (see also Chapter 4.1.2.1):

— Huan agency and oversight

Technical robustness and safety

Privacy and data governance

Transparency

Diversity, non-discrimination and fairness

Societal and environmental well-being

Accountability [8]

VLl Ll

The planned Al Act supports the recommendations of the
HLEG. Globally, the Act aims to provide European leadership
in the development of safe, trustworthy and ethical Al. Euro-
pean Standards will play an important role in the technical
design of the legal requirements of the Act.

W] Scope

The legislative proposal is currently being discussed in the
European Council and the European Parliament. The tria-
logue between the three legislative institutions (European
Commission, European Council and European Parliament) is
preparing for the adoption of the Act. The Al Act is expected
to be enacted in 2022/2023 and will take effect 24 months
laterin 2024/2025 [9].
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Table 1: Scope of and penalties under the proposed Al Act (Status: Commission draft [4])

Scope a)

Providers placing on the market or putting into service Al systems in the Union, irrespective

of whether those providers are established within the Union or in a third country

b) Users of Al systems located within the Union

c) Providers and users of Al systems that are located in a third country, where the output pro-
duced by the system is used in the Union

Regulatory focus High-risk Al systems

Reference to standards

The draft regulation includes reference to harmonized European Standards developed by the

European standards organizations on the basis of a standardization mandate from the Europe-
an Commission for the technical design of the essential requirements for high-risk Al systems

(Art. 40 of the Commission draft).

Penalties

a) If the offender is a company, 6 % of its total worldwide annual turnover for the preceding

financial year or 30 million euros - whichever is higher (for non-compliance with Art. 5 and

Art. 10)

b) Up to4 % of its total worldwide annual turnover for the preceding financial year or 20 million
euros - whichever is higher (for non-compliance)

Relevant Al systems All Al systems (specified in Annex 1)

Timeline

Expected final deliberation in the European Parliament: Q4 2022 at the earliest

Expected final deliberation in the European Council: Q4 2022 at the earliest

Entry into force (according to current draft): 20 days after adoption
Implementation (according to current draft): 24 months after entry into force

N
N
— Expected trialogue: 2023
N
-

The “Artificial Intelligence Act” is to be enacted as a regula-
tion. A regulation is a binding legal act of the European Union
with general validity and direct effect in all member states;
transposition into national law is not required. Civil law issues
in the use of Al (e.g., liability, attribution of declarations of in-
tent, creation of intellectual property, etc.) are not addressed
by the draft regulation. It is primarily an act that prohibits the
use of Al systems in certain application scenarios or makes

it dependent on technical and organizational requirements.
The technical requirements for permitted high-risk Al systems
are to be specified in harmonized European Standards. Art. 3
(1) of the draft Regulation defines an Al system as “software
that is developed with one or more of the techniques and
approaches listed in Annex | and can, for a given set of hu-
man-defined objectives, generate outputs such as content,
predictions, recommendations, or decisions influencing the
environments they interact with”. This definition can still be
changed in the trilogue with the European Parliament and
the European Council.
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Annex | further defines these techniques and concepts

identified in the proposed definition as follows:®

— Machine learning approaches, including supervised,
unsupervised and reinforcement learning, using a wide
variety of methods including deep learning

— Logic- and knowledge-based approaches, including
knowledge representation, inductive (logic) program-
ming, knowledge bases, inference and deductive engines,
(symbolic) reasoning and expert systems

— Statistical approaches, Bayesian estimation, search and
optimization methods

According to Art. 4 and 73 of the draft Regulation, the

European Commission is empowered to adapt Annex | at any
time to market and technical developments.

6 SeeAlActdraft, Annex | [4].



The planned Al Act is therefore a forward-looking reaction of
the European Union to the increasing number of production
and services that work with artificial intelligence technologies
and that will be placed on the European market in the future.
The authors of the Standardization Roadmap welcome this
intention.

[¥¥] Legislative environment

The planned Al Act is integrated into a number of other laws
at the EU level that must also be observed in the development
of Al systems. These address issues in the areas of access

to and use of data and related service structures (e.g., the
planned Data Act, Data Governance Act, Digital Services Act,
Digital Markets Act), data security issues (e.g., the General
Data Protection Regulation, Cybersecurity Act, or the planned
Cyber Resilience Act), and more general regulations such as
those relating to product liability or occupational health and
product safety (e.g., Product Liability Directive, Framework
Directive - Occupational Safety and Health, or Machinery
Directive). In addition, there are sectoral components of leg-
islation, such as the Medical Devices Regulation in relation to
the safety of products or the European Health Data Space in
relation to access to data in the respective area of application.
In addition, the EU Charter of Fundamental Rights should be
mentioned as a central building block for the European

General 1a: 1b:
<:> & Product EU Charter of EU Product Liability
Fundamental Rights

Safety Directive
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legal order. A large number of the above-mentioned laws are
already in force, while others are currently in the legislative
process.

Figure 6 provides an overview of the interrelationships
between the proposed Al Act and EU laws related to it. The
focus of the presentation is the planned Al Act with the areas
“General & Product Safety”, “Data Protection (Security and
Privacy)” and “Data and Services”. The numbering used
refers to the more detailed description in Table 16 (see
Chapter 13.1). Regulations and standards that go beyond EU
laws are indicated in the overview. Particular importance is
attached to the harmonized European Standards, which are
being developed by the European Committee for Standard-
ization on the basis of a mandate from the EU Commission
to specify technical requirements of the legal act and which
represent a central reference for the implementation of the
requirements of the planned Al Act.

Existing European standards that are not “harmonized” in the
legal sense are often derived from International Standards,
e.g., the IEEE P7000TM series ([10], [11], [12], [13]) or the
standards of subcommittee ISO/IEC JTC1/SC 42 [14], such

as the Technical Report ISO/IEC TR 24368:2022 [15], which
provides an overview of ethical or social concerns in the use
of Al components.

ic: 1d: EU Machinery
EU Occupational Directive (EU
Health and Safety Machinery Regulation
Directive is planned)

le:
Sector-specific
regulations (e.g.
Medical Device
Regulation — MDR)

2d:

Focus on
Security
& Privacy

~

Al Act
(planned)

Focus on
ata & Services

2a:
EU General Data

Protection Regulation
(GDPR)

3a:
Data Governance Act
(DGA) -
EU Regulation

European Standards
(to be harmonized with Al Act)

—

2b:
Network Information
Security (NIS) —
EU Directive

2c:
Cybersecurity Act

(CSA) -
EU Regulation

3b:
Digital Services Act
(DSA) -
EU Regulation

3c:
Digital Markets Act
— EU Regulation
(planned)

International Standards
(e.g. IEEE xxx, ISO/IEC, ...)

Cyber Resilience Act
(CRA) -
EU Regulation
(planned)

3d:
Data Act
— EU Regulation
(planned)

3e: Sector-specific
regulations
(e.g. European Health
Data Space — EHDS,
planned)

Further national /international
legislation

Figure 6: Overview of EU laws with special reference to the planned Al Act (Source: Martin Haimerl)”

7 Thelist does not claim to be complete.

German Standardization Roadmap on Artificial Intelligence - 23



CHAPTER 1 - INTRODUCTION

In the case of the other legal acts, a wide range of require-
ments arise for the implementation and operation of Al-based
systems, which are explained in more detail in Table 16 (see
Chapter 13.1). For example, the General Data Protection Reg-
ulation contains requirements regarding the collection and
processing of personal data and related restrictions, or the
right not to be prejudiced by a decision based solely on auto-
mated processing (Art. 22 GDPR) and thus to preserve human
autonomy. Potential conflict situations also arise because
the proposed Al Act requires unrestricted access to training,
validation, and testing datasets under certain circumstances
(Art. 64 of the Al Act). In particular, if personal content should
still be present here, security gaps could arise.

However, the laws listed also contain support measures, such
as in the Data Act regarding better utilization of data in gener-
al orin the European Health Data Space regarding a suitable
infrastructure for access to medical data. These approaches
are in line with the EU’s efforts to promote the implemen-
tation of Al innovations through the Al Act. Overall, efforts

are being made at the EU level to create a comprehensive
framework for harmonization and thus also for legal certainty
in dealing with Al-based systems.

XX Summary: Objectives of the
planned Al Act

In summary, the following key objectives of the Al Act can be
identified:

— Anchoring European values in Al systems

Ensuring EU fundamental rights

Establishing national and supranational control bodies
Defining the ethical application of Al

Defining artificial intelligence and Al Systems
Introducing a uniform framework to prevent
fragmentation

Setting conformity standards through mandatory

CE marking

Ensuring legal certainty to promote innovation and
investmentin Al

Establishing safe and secure Al life cycles

Regulating high-risk Al

Setting up a central database for high-risk Al
Strengthening innovation in the field of artificial
intelligence

2

)

\)

Ll

The draft regulation also contains measures to promote
innovation, such as the establishment of real laboratories and
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“sandboxes” (Title V), requirements for governance structures
at the Union and national levels, such as the establishment
of a European Committee for Artificial Intelligence, the
creation of a Union-wide database for stand-alone high-risk
Al systems, and the introduction of certain monitoring and
reporting requirements for Al system providers (Titles VI, VII,
and VIII). Title IX lays the groundwork for creating codes of
conduct to incentivize providers of Al systems that are not
high risk to voluntarily apply the mandatory requirements for
high-risk Al systems.

Significance of harmonized European
Standards for the implementation of the
Al Act

Standards play an important role in the proposed Al Act. They
serve to reliably implement the requirements of the Al Act
and help make the development of Al systems more efficient
and reliable. Particular importance is attached to the harmo-
nized European Standards (hEN), especially those listed in the
Official Journal of the European Union for the planned Al Act.
If distributors of high-risk Al systems comply with these hEN,
itis assumed that they thereby also comply with the corre-
sponding requirements of the legal act covered by the respec-
tive standard. This “presumption of conformity” facilitates
placement on the European internal market. The application
of the standard remains voluntary, but the placing on the
market of high-risk Al systems without the application of hEN
is likely to involve increased technical documentation.

A harmonized European Standard is defined as a standard
adopted by the European standardization organizations CEN,
CENELEC and/or ETSI “on the basis of a request made by

the Commission for the application of Union harmonization
legislation”.® The process of developing an hEN is shown in
Figure 7.

In its annual work programme for European standardization,
the European Commission announces the areas in which it
intends to issue standardization requests to the European
standards organizations in a given year. On this basis, the
Commission prepares a draft standardization request, which
is discussed with standards organizations, stakeholders and
sector experts, and is consulted with Harmonized Standards
Consultants, and adapted as necessary. The standardization

8 See EU Regulation on Standardization (1025/2012) Art. 2 para. 1c.
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Annual standardization work programme of
the Union

Draft of standardization request

Consultation with European standards
bodies, stakeholders, sector experts

o - (2]
== § B § Drawn up by European
g = European Commission g = Commission
(]
\\'-“'-":- European Parliament =

—:- European Council

Basis for standardization request:
Essential requirements of the EU
legislation

Voting among member states in
the Committee on Standards

Possibility of formal
objection

Assessment by Harmonized Standards
Consultant(s) during development of
standard

CENELEC
D

European Commission

Development and voting on Acceptance and execution of Harmonized standard is listed in Official
standardization request standardization request Journal of the EU

Harmonized standard takes on
presumption of conformity

Figure 7: Process of developing harmonized European Standards (Source: DIN)

request is then discussed and voted on in the Committee

on Standards, a body comprised of Member States®. Subse-
quently, the standardization request is handed over to the
European standards organizations, which, after acceptance
of the request, initiate the development of the standard
within their bodies. The drafting process is accompanied by a
Harmonized Standards (HAS) consultant financed by the EU
Commission, who submits an assessment to the Commission
as to whether the contents contained in the standard comply
with the Commission’s standardization request and techni-
cally reflect the essential requirements in the harmonization
legislation. After completion of the standard, the EU Commis-
sion decides whether it is to be listed in the Official Journal of
the European Union. Only with the listing of the standard in
the Official Journal does it become a harmonized European
standard and takes on the presumption of conformity. If a
member state or the European Parliament considers that a
listed hEN does not fully meet the requirements it is intended
to cover, they may raise a formal objection to that hEN in
accordance with Art. 11 of the Regulation on Standardization.

In May 2022, the EU Commission published a draft standard-
ization request with which it intends to task the European
standardization organizations with developing standards
for the technical design of the essential requirements from
Chapter 2 of the Commission’s draft Al Act. The draft focuses

9 According to the EU Regulation on Standardization (1025/2012) Art. 22

in particular on the following topics as standardization
requirements:

Risk management

Data and data governance

Record keeping through logging capabilities
Transparency and information for users

Human oversight

Accuracy specifications for Al systems

Robustness specifications for Al systems
Cybersecurity specifications for Al systems

Quality management system for providers of Al systems,
including post-market monitoring process

10. Conformity assessment for Al systems

W o N R W

The planned adoption of the Al Act requires the timely
development of harmonized European Standards. Since
consensus-building in the standardization process takes
time, it is important that the transition periods in the Al Act
be sufficiently generous to ensure that all relevant standards
are in place by the time the Al Act becomes mandatory. The
planned Al Act indicates a second possibility. with Art. 41
(Common Specifications) of the Commission draft, which is
intended to empower the European Commission to define
technical specifications for the essential requirements itself
by means of implementing acts. However, this must be
viewed critically: It entails the risk of creating a parallel sys-
tem to European standardization with competing technical
requirements in terms of content, and does not demonstrate
inclusivity and transparency in a comparable manner to the
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European standardization system. Common Specifications
according to Art. 41 should therefore only represent the last
possible fallback option.

In this respect, the development of harmonized standards
should continue to be the preferred way of technically shap-
ing fundamental requirements of the planned Al Act in the
future. International standards already in existence or under
development (the IEEE 7000TM series [10], [11], [12], [13])
and ISO/IEC standards within the framework of JTC 1/SC 42
[14]) can be a good starting point for this. Further needs for
action must be clarified in a targeted manner, particularly
with regard to the requirements listed in the planned Al Act
and specifically in the ten subject areas targeted in the draft
standardization request. This Standardization Roadmap
makes a central contribution to this.

F¥X] Risk classification and structure of the
Al Act

The proposed Al Act provides for the categorization of Al

systems into four risk classes (see Figure 8):

— Al systems that may not be placed on the market: Art. 5
para. 1 points a)-d)

— High-risk Al systems: Art. 6 para. 1 in connection with
Annex I, Clause A, no. 1-12, Art. 6 para. 1 in connection
with Annex Il, Clause B, no. 1-7 and Art. 6 para. 2 in
connection with Annex I, no. 1-8

High risk
e.g. safety function,
critical infrastructure

Specific transparency
obligation
e.g. bots, deep fakes

Minimal or no risk

— Al systems with special transparency obligations: Art. 52
para. 1-3

—  Low-risk Al systems: All Al systems that do not fall into
any of the above groups

The primary classification in the Al Act is by industry or area
of application (see Art. 5-7 and related Annexes). In the case
of classification according to Art. 6, the classification is linked
to the requirement that a third party conformity procedure is
required in the sectoral harmonization regulations belonging
to the respective sector and listed in Annex Il (e.g. Machinery
Directive, Medical Devices Regulation). In this respect, the
classification in this case is indirectly co-determined by the
sectoral harmonization regulation. Art. 7.and Annex Ill also
list a number of use cases that are generally classified in the
high-risk category.

The structure of the proposed Al Act is centrally oriented
around these risk classes. Figure 9 provides an overview

of the structure of the proposed Al Act with the Titles (I-XIl)
included and the relevant Articles (1-85). The diagram assigns
the individual Titles to the respective risk classes. It indicates
which requirements must be observed for which risk class.
The requirements of the lower risk classes are transferred to
the higher classes, i.e. they must also be applied there.

Unacceptable risk
e.g. subliminal techniques,
social scoring

Prohibited

Permitted subject to compliance
with Al requirements and ex-ante
conformity assessment

Permitted subject to
information/transparency
obligation

Permitted with no restrictions
Code of conduct proposed

Figure 8: Risk classes of the planned Al Act (Source: along the lines of [4])
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Classification acc. to

Risk class acc. to Al Act .
Article

Prohibited Al
applications

Article 5
Prohibited Al practices

Article 6
Classification rules for
high-risk Al systems in

connection with Annexes Il
and Il

High-risk Al systems

Article 52
Transparency obligations
for certain Al systems

Al systems with
special transparency
obligations

All other Al systems

Title 111 (Art. 6 — 51):
High-risk Al systems

Title V (Art. 53 - 55):

Measures in support of
innovation

CHAPTER 1 - Al REGULATION AT EUROPEAN LEVEL

Requirements acc. to Al Act for respective risk classes

(the requirements for lower classes also apply to higher classes)

Title 11 (Art. 5):
Prohibited Al practices

Title VIII (Art. 61 — 69):
Post-market monitoring,
information sharing,
market surveillance

Title VII (Art. 60):
EU database for stand-
alone high-risk Al systems

Title IV (Art. 52):
Transparency obligations
for certain Al systems

Title IX (Art. 69): Title X (Art. 70 - 72):

Codes of conduct

Confidentiality and
penalties

Organizational framework conditions (for all sectors)

* Title | (Art. 1 — 4): General provisions
* Title VI (Art. 56 — 59): Governance

General legislative regulations

* Title XI (Art. 73 — 74): Delegation of power and committee procedure
* Title XII (Art. 75 — 85): Final provisions

Figure 9: Overview of the content of the planned Al Act (Source: Martin Haimerl)

Conformity assessment of Al systems
and products

The regulation of Al under the proposed Al Act is divided into
the two phases of pre-market and post-market. Prior to the
former, access to the European internal market for goods
and services is granted on the basis of compliance with the
essential requirements listed in the Act through a conformity
assessment procedure. This applies in particular to those

Al systems that fall into the “high-risk” category. Additional
sectoral harmonization regulations of the EU (e.g. Machinery
Directive, Medical Devices Regulation) may have to be ob-
served and taken into account in the conformity assessment
procedure. The classification into the category “high risk”
and the associated requirement to carry out a conformity
assessment procedure (Art. 16e) applies, according to Art. 6,
both to safety components of products and to Al systems that
constitute stand-alone products.

As part of the conformity assessment process, manufacturers
of high-risk Al applications (as defined by the Al Act) should
ensure or demonstrate that their products meet, in particular,
the requirements for Al systems listed in Title Ill, Chapter 2.
These include requirements in the areas of risk management
(Art. 9), data and data governance (Art. 10), technical docu-
mentation (Art. 11), record-keeping requirements (Art. 12),

transparency (Art. 13), human oversight (Art. 14), and accura-
cy, robustness, and cybersecurity (Art. 15). In addition, pro-
viders of high-risk systems must implement other obligations
such as the establishment of a quality management system
(Art. 17), registration obligations (Art. 51), post-market mon-
itoring measures (Art. 61), and reporting of serious incidents
and malfunctions (Art. 62).

Furthermore, high-risk Al systems as in Annex 3 must be reg-
istered in a publicly accessible European database for market
access (Art. 16 (f), Art. 51). Post-market monitoring must be
designed to actively and systematically collect, document,
and analyze data on the performance of high-risk Al systems
over their lifetime. This should be interpreted to mean that
post-market monitoring is proportionate to the nature of the
Al technology and the risks of the high-risk Al system (Art. 61).
Overall, the risk management system and also human
oversight must be implemented to accompany the Al system
throughout its life cycle (Arts. 9 and 14). Furthermore, there
must be a digital tracking of the functionality (Art. 12).

From a technical regulation perspective, the functionality of
Al systems is supervised as part of post-market surveillance
by national supervisory authorities in the individual European
member states (Art. 59, 63) For individual sectors in the high-
risk area, the authorities responsible under legal acts take
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over post-market surveillance. For financial transactions,
for example, the Financial Supervisory Authority would be
responsible. As part of post-market surveillance, access to
data from data-driven models and product/system descrip-
tive documents would be ensured by competent authorities
(Art. 64), and the obligation to inspect Al systems would be
imposed (Arts. 63-67).

According to Art. 43, there are two different ways of carrying
out the conformity assessment procedure, which are shown
in Figure 10. If there are corresponding harmonized standards
that cover the fulfillment of the essential requirements of the
planned Al Act and also the sectoral harmonization regula-
tions, the manufacturer can refer to these standards. If this is
the case and the manufacturer has fully applied the harmo-
nized standards, they may carry out the procedure on the
basis of an internal control using the abbreviated procedure
described in Annex VI. After meeting the essential require-
ments, the high-risk Al system receives a CE marking (Art. 16
(i), Art. 19, Art. 49). These options apply to high-risk systems
as defined in Art. 6, para. 2 and Annex lll, i.e. systems for
which classification as a high-risk product is not required by
other sectoral harmonization legislation (as defined in Art. 6,
para. 2 and Annex II). In the latter case, the implementation
of the conformity procedure is carried out in conjunction with
the respective sectoral regulations.

Necessity for

Risk class acc. to Al Act .
conformity assessment

Prohibited Al

. Prohibited, no conformity
applications

Conformity assessment

High-risk Al systems required

Al systems with
transparency
obligations

Conformity assessment not
required

Conformity assessment not
required

“

> har

standards and are

Where appropriate, conformity assessment acc. to sectoral

If either no harmonized standards are available or they are
not or only partially applied, the conformity assessment
procedure shall be carried out on the basis of the assessment
of the quality management system and the assessment of the
technical documentation with the involvement of a notified
body. The associated requirements are listed in Annex VII.

In this case, the quality management system is inspected

by the notified body (Annex VII, item 3.2) and, in the case of

a positive decision, is also inspected in the further course
(Annex VI, items 3.3/3.4). In addition, the technical documen-
tation of the respective Al system is inspected by the notified
body. This must include unrestricted access to the test and
training data via a suitable API (Annex VI, item 4.3) and, if
necessary, access to the source code (Annex VI, item 4.5). In
addition, it may require further testing to perform a proper
conformity assessment (Annex VII, item 4.4). If the inspection
is positive, the notified body issues an EU certificate on the
assessment of the technical documentation (Annex VII, item
4.6). In addition, any change to the Al system that could affect
its conformity with the requirements or its intended pur-
pose requires the approval of the notified body that issued
the aforementioned certificate for the Al system (Annex VI,
item 4.7).

Implementation of conformity assessment of high-risk Al systems

Conformity assessment on

the basis of internal
control in compliance with
Art. 43 and Annex VI

Art. 43:
Are there

harmonized Receives CE marking

acc. to Art. 16 (i),
they applied Art. 19 and Art. 49
in full?

Conformity assessment
with involvement of a
notified body in

compliance with Art. 43
and Annex VII

CE marking acc. to
sectoral harmonization

ion r (e.g. Medical Device lation)

— taking account of the requirements of the Al Act

regulations

Figure 10: Variations of conformity assessment according to the Al Act (Source: Martin Haimerl)
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Summary and discussion

In summary, from the point of view of those involved in the
Standardization Roadmap, the proposal for European Al
regulation currently under discussion has some key strengths
despite its length and textual complexity: The planned Al
Actis intended to create a uniform, common position in
Europe in the field of Al, which will create transparency and
legal certainty. This can improve and ideally also accelerate
market introduction and control in the sense of value-based
regulation. The risk-based approach aims to minimize threats
while promoting innovation and market diffusion, especially
for low-risk Al applications. The procedure for authorization
or placing on the market can thus be adapted to the risk
potential, although in the future there will be a need to look
even more closely at the risk of specific products. The focus of
the planned Al Act on the ethical values and legal foundations
of the European Union, which are also to be implemented by
Al applications based on the Act, is a special unique selling
point of “Al Made in Europe” and can ideally ensure trust in
the new Al technologies as well as promote their dissemina-
tion.

At the time of publication of this Standardization Roadmap,
there are still some open questions, among other things,
concerning the broad definition of Al in the Commission’s
draft. There is a need for a uniform description of the under-
standing of the term within the framework of the Act, so that
currently existing inaccuracies in dealing with the Al term do
not affect the implementation of Al-based products (e.g. in
the required technical documentation and the planned Eu-
ropean Al database). Overall, the requirements for managing
high-risk Al systems still need some clarification and review.
For example, products that have to comply with the Al Act as
Al-based systems, as well as with sector-specific harmoniza-
tion regulations, such as the Medical Device Regulation (MDR)
in the case of medical devices, will result in increased efforts
and expenses. This would be the case in particular if incon-
sistencies remained among the harmonization regulations or
if different notified bodies had to be used, e.g. because the
notified body previously commissioned by the company can-
not cover both harmonization regulations (see Annex 13.1,
Clause “Exemplary presentation using the example of medi-
cal devices” for a detailed presentation of this problem). This
would have a particularly strong effect if insufficient capac-
ities were built up at the notified bodies due to excessively
short transition periods at the start of the Al Act’s validity.

CHAPTER 1 - DEFINITION OF Al

The same applies to the availability of harmonized standards.
Through such standards, the approval processes can be
implemented faster, more reliably and more uniformly. To
this end, it is essential that the remaining ambiguities in the
planned Al Act be eliminated and the processes relevant to
standardization be initiated in good time. The experts in-
volved must be given sufficient time to translate the complex
requirements into practicable standards. The possibility that,
in the absence of available harmonized standards, common
specifications may take their place is seen as disadvanta-
geous in comparison with the principle of standardization.
Drawing on the expertise of representatives from the industry
is a key factor in the successful implementation of regulatory
requirements. This Standardization Roadmap shows what
needs to be implemented to lay the groundwork.

Definition of Al

In the emergent general field of artificial intelligence, it is dif-

ficult to ensure a precise definition of terms due to a multi-

tude of different perspectives and stakeholder backgrounds.

The following key questions keep coming up in discussions

about the core of “artificial intelligence”:

a) Should the term refer to a scientific or a technical
background?

b) Should the term refer to a system property or a system
capability?

c) Should the term be limited to the function of Al systems
or should it reference theirimplementation as well?

d) Should terms commonly associated with human
intelligence (such as ,knowledge*“ or ,skills“) be used to
explain Al?

To make the terms clearer, a distinction is therefore often
made between “Al systems” and “Al”. Almost every organiza-
tion that deals with artificial intelligence defines it differently,
to a greater or lesser extent.

From the set of different definitions on the Al topic, two
central definitions of “Al system” and “Al” will be highlighted

here.

On the political level of social regulation, the European
Commission’s draft Al Act [4] should be mentioned here.
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“Al system” here refers to software that generates results (for
example, content, predictions, or decisions) according to
human objectives using specific techniques or approaches,
which in turn influence the context of the Al systems them-
selves.

The specific techniques and approaches are as follows:

a) Machine learning approaches including supervised
machine learning, unsupervised machine learning, rein-
forcement learning, and a variety of methods including
deep learning

b) Logic and knowledge-based approaches including
knowledge representation, inductive (logic) program-
ming, knowledge bases, inference engines and deductive
engines, (symbolic) reasoning, and expert systems

c) Statistical models, Bayesian estimation, and search and
optimization methods

“Al” in the proposed Al Act generally refers to the field of
rapidly evolving Al systems technologies.

Meanwhile, at the international level of technical regulation,
there is an International Standard on concepts and terminol-
ogies in Al (ISO/IEC 22989:2022) [16].

“Al systems” as in this standard means a constructed system

that generates results (for example, content, predictions,

recommendations, and decisions) according to human ob-

jectives. Four core features of Al systems are identified:

a) Interaction: the registration of information via sensors or
human input

b) Context-sensitivity: some Al systems react to multiple
sources of information

c) (Human) oversight: Al systems can operate with various
degrees of human oversight and control

d) Adaptability: some Al systems are engineered to utilize
dynamic data in real time and retrain to update their
operation based on new data

“Al” is referred to here as the discipline of researching and
developing mechanisms and applications of Al systems.

This Standardization Roadmap Al refers to the International

Standard ISO/IEC 22989:2022 [16] for its definition of Al and Al
systems.
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CHAPTER 2 - RECOMMENDATIONS FOR ACTION OF THE STANDARDIZATION ROADMAP Al

The aim of the Standardization Roadmap Al is to describe a
framework for action that strengthens German industry and
science in international competition for the best solutions
and products in the field of artificial intelligence, and creates
innovation-friendly framework conditions It is thus making a
significant contribution to establishing “Al - Made in Germa-
ny” as a strong brand and developing new business models,
disruptive innovations and scalable applications. German
SMEs and the growing start-up scene in Germany in particu-
lar can benefit from this. Standards and specifications form
the basis for technical sovereignty and create a framework
that promotes transparency and provides orientation. Thus,
they ensure security, quality and reliability and contribute
significantly to the explainability of Al solutions - an essential
basis when it comes to the acceptance of Al applications. The
Standardization Roadmap Al offers great potential for both
securing Germany’s competitiveness and raising European
value standards to the international level Not least for this
reason, particular attention should be paid to the implemen-
tation of the Standardization Roadmap Al and its recommen-
dations for action.

Recommendation 1: Develop, validate, and standardize

a horizontal conformity assessment and certification
programme for trustworthy Al systems

The EU Commission’s current proposal for a European legal
framework (Al Act) requires an application-agnostic, marketa-
ble conformity assessment and certification programme that
makes the requirements of industry, public authorities, and
civil society for Al systems objectively verifiable.

The lack of such a conformity assessment and certification
programme threatens the economic growth and competitive-
ness of Al as a technology of the future. For example, state-
ments about the trustworthiness of Al systems are not robust
without high-quality testing methods, leaving the acceptance
of Al systems in business and society unclear. The successful
use of Al systems that meet the requirements of the European
Act, and thus the European values, requires transparency
throughout the supply chain in distributed and hybrid Al
systems through informed, reliable, and reproducible testing
of Al technologies.

The Standardization Roadmap Al therefore recommends the
development, validation and standardization of an Al conform-
ity and certification program as a top priority. Considerable
preliminary work has already been done in the context of up-
dating the Standardization Roadmap Al, so that implementa-
tion of this recommendation for action can begin immediately.
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The fundamentals and architecture of the certification pro-
gramme should be defined and harmonized by the standard-
ization bodies. The harmonization concerns the scopes, the
needs-based test criteria, the requirements and evidence,
and the test methods for the certification of Al products, Al
systems, and Al management systems. This would enable
Germany to make a leading contribution to the development
and standardization of an internationally recognized Al certi-
fication procedure.

To implement the recommendation, it is essential that the
federal government fund and provide a budget for the fol-
lowing projects:

— Develop and update an internationally accreditable Al
certification procedure that fits into the existing certifi-
cation infrastructure for products, services, processes
and organizations.° In horizontal, application-agnostic
standardization, the focus is on German projects already
initiated for Al certification of products, hybrid systems,
services and entire supply chains, and additionally man-
agement systems for organizations.

— Initiate and implement research projects, especially in
the field of high quality testing, and the reduction of un-
justifiably great testing efforts. These include the follow-
ing research areas:

e uncertainty in neural networks

e explainability and transparency

e the development and certification of test tools for all
test dimensions

e the composition of test results

— Transfer results into standardization and development of
standards and specifications: In order to coordinate the
results of the above-mentioned projects at national level
and to introduce them promptly at the European and
international levels, it is absolutely essential to finance
corresponding standardization projects. In particular,
experts must be recruited for this purpose and resources
made available for their participation in the standardiza-
tion bodies.

— In order to develop Al certification and a corresponding
infrastructure that fits into the testing and quality assur-
ance of information technology systems as a whole, it is
proposed that the management of the above-mentioned

10 DINEN ISO/IEC 17065:2013 [17] (in connection with
DIN EN ISO/IEC 17067:2013[18] and the corresponding specifications
ISO/IEC TR 17026:2015 [19] (products only); ISO/IEC TR 17028:2017
[20] (services); ISO/IEC TR 17032:2019 [21] (processes)), DIN EN 1SO/
IEC 17021-1:2015 [22] (organizations/management systems)
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programme be jointly assigned to the national standards
organizations and the Federal Office for Information
Security.

Recommendation 2: Establish data infrastructures and
elaborate data quality standards for the development
and validation of Al systems

Data plays a central role in the realization of many Al systems,
and the quality of Al systems often depends critically on data
quality. Here, large amounts of data are needed both for
training these systems and for validation (systematic testing).
A prominent example is the development of large language
models such as Open-GPT-3 or DALL-E 2, which require
datasets with several 100 million training data. In addition

to training appropriate systems, data is also needed for the
systematic testing of Al systems. Many test scenarios are
needed especially for the validation of Al systems operating
in an open-world context. The availability of corresponding
datasets is thus also a strategic success and competitive fac-
tor for the German Al industry and start-ups in particular. This
requires appropriate data infrastructures that collect, curate,
describe through appropriate metadata, and make available
suitable datasets. In the generation of such datasets, synthet-
ic datain particular also plays a decisive role, since for some
Al applications there is not enough real data available or
some test scenarios occur too rarely for the availability of real
data to be sufficient for adequate validation. Depending on
the intended use, both the provision of open source datasets
and marketplaces that enable trading with corresponding
data are conceivable. Regulatory data infrastructures may
also be required for the approval of Al systems with a critical
context of use - for example, in the medical sector - which
provide datasets for the approval of these Al applications.

The realization of such data infrastructures should rely on
current data architectures such as data meshes, use data vir-
tualization techniques and, where possible, build on existing
structures such as Gaia-X or the European Health Data Space.
At the same time, appropriate tools need to be developed
that quality check datasets and identify subsets of the data
on which the corresponding Al systems perform less well and
can be used to generate targeted high-quality synthetic data.

Standards and specifications are of particular importance in
the provision of such datasets and their data infrastructures
to ensure interoperability while defining quality standards.
Appropriate data quality standards can ensure that datasets
are representative, complete, error-free, and balanced, for
example.

The Standardization Roadmap Al therefore recommends the
promotion of such data infrastructures by the public sector
and, at the same time, the support of standards organizations
in the development of corresponding data quality standards.
Since the successful development of standards and speci-
fications depends to a large extent on the participation of
relevant experts, the provision of the necessary resources for
participation in the standardization bodies must be ensured
by the German government.

The activities that focus on the validation of Al systems
should be closely connected with the certification and con-
formity assessment programme (see Recommendation for
action 1).

Recommendation 3: Consider humans as part of the
system in all phases of the Al life cycle

The current draft of the European Artificial Intelligence Regu-
lation (Al Act) makes extensive demands on high-risk systems
in particular for the involvement of humans, e.g. transparen-
cy for those affected and involved, human oversight in differ-
ent roles and intervention options, right up to a “stop button”
triggered by humans. Which transparency is sufficient in
which context for which target group, how human oversight
should be implemented, and which basic information must
be available as a basis for human intervention in the system -
these are all questions that must be thought of from the
human perspective and according to which the technical and
social components must be developed and aligned.

To implement these sociotechnical aspects in Al systems, the

following challenges need to be addressed:

— Suitability: Technical components are to be selected
based on sociotechnical requirements.

— Participation: The definition and selection of relevant
actors who should be involved must be operationalized.

— Ethics: Social and ethical issues must be operationalized
with the help of established models, anchored in a meas-
urable way as early as the development of the technol-
ogy, and based on the latest research on discrimination
sensitivity.

— Culture: An adequate organizational culture must be
established (in the work context, e.g., the corporate
culture), because this must also be co-developed during
Al deployment. To this end, the relevant actors must be
sensitized, qualified and involved in the process through
appropriate change management.

— Tools: Across the life cycle of an Al system, humans need
to be supported with processes, methods, and tools -
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from goal setting to development to operation with On the one hand, in the sense of a continuously learning sys-
iterations and re-validation. tem, data can be collected locally and entered into the mod-

Research projects have already produced findings on some
of the above-mentioned challenges. These must now be
adapted and fine tuned to meet the possibly still changing
requirements of the planned Al Act.

This results in the following specific recommendations for

action:

— To funding agencies: “Lighthouse” projects should
concretely test how the involvement of affected people
and the people involved in all phases of the Al life cycle
can succeed in different contexts.

— To standardization bodies: Accompanying this, the
necessary standards for the sociotechnical aspects of the
proposed Al Act must be developed in a timely manner,
particularly on human oversight and the necessary trans-
parency requirements.

— To standardization organizations and policymakers: In or-
der to do justice to the far-reaching social responsibility,
itis necessary to pay particular attention to the balanced
participation of all relevant target groups in the standard-
ization organizations and to actively promote this (e.g.
science or civil society).

— To policymakers: For the sociotechnical perspective,
which has so far been underrepresented in standardiza-
tion, it is also imperative to recruit experts and make their
capacities available in standardization bodies in order
to productively bundle findings at the national level and
contribute them at the European and international levels.

Recommendation 4: Develop specifications for the
conformity assessment of continual or incremental
learning systems in the field of medicine

Al systems can be continuously improved with more data and
information. This results in significant potential for the im-
provement of Al systems already in use in the field, since, for
example, new training data as well as information on faulty
behaviour and corrections can be obtained. On the other
hand, the integration of the new data must be implemented
at a high level of quality and underpinned by appropriate
testing processes in order to meet the high safety require-
ments in the medical sector.

In this context, there are several challenges with two funda-
mentally different approaches:
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el/system in order to improve it and/or adapt it specifically
to local regions, individual hospitals, or individual patients
(groups). On the other hand, updates can be made in stages
as part of a simplified recertification process or conformity
assessment procedure.

Specifically, policy and standardization requirements need

to be developed for the following aspects.

— It cannot be determined in advance which and according-
ly how much data is required for continual/incremental
learning. Theoretically, all data that has flowed into the
online learning databasecan be of significance. This data
cannot usually be made readily available. Therefore, it
must be clarified how the management and dissemina-
tion of the data as well as the application of the Al system
is to be designed in order to make the changing Al system
traceable and thus also auditable.

— Avalidation process is needed that is to be defined based
on concrete, medicine-specific protection targets and
that can comprehensively and reliably verify a model up-
date. This includes the definition and testing of require-
ments for both the validation process and the Al system
(especially the updated system). This may result in the
validation process itself being subject to validation.

— An ,agile release/conformity assessment process® is
needed that implements the clinical validation required
under the Medical Device Regulation (MDR) of Al systems
improved in parts by online-acquired data in such a way
that recertification or a new conformity assessment
procedure of the entire system does not have to be per-
formed each time.

For the release or conformity (re-)assessment of such sys-
tems, recognized test requirements and test procedures are
lacking, especially in Europe. Ultimately, these test require-
ments and test methods can only be successfully brought to
market if the actors from politics, standardization, research
and industry support them. In order to achieve certification
or market access, boundary conditions must be specified in
advance that allow the automated release of continual or
incremental learning systems.

This results in the following specific recommendations for

action:

— A“lighthouse” project is to be initiated and carried out
that is funded by the public sector (e.g. the ministries
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BMBF, BMWK, BMG and others) and that looks at various
domains or aspects:

e analysesin medical imaging,

e oncology/cancer detection,

e automated intensive care,

e identification and therapy of sepsis.

— Each of these domain-specific subprojects requires
collaboration between university and non-university
research institutions, real-world hospitals, medical device
manufacturers, tech/IT companies, TIC companies (TIC:
testing, inspection, certification), and standards organiza-
tions, and must be provided with an appropriate budget
and a cross-project governance structure that ensures
coordination of content.

— In addition to a scientific advisory board, the establish-
ment of a project-office office is recommended which
will be responsible for the translation of project results
into standards, specifications and generally practiced
test methods and their cross-industry utilization and
international placement. Such a project-office should be
launched as soon as possible.

Recommendation 5: Develop and deploy secure and
trusted Al applications in mobility through best practices
and assurance

The use of Al technologies in the context of mobility is

characterized by complex boundary conditions. These are

characterized by complex decision and control systems,
which interact in a sensorimotor loop in a constantly chang-
ing environment both with the environment itself and with

a wealth of other actors - in combination with the high risks

of malfunctions for humans and the environment. Standards

and specifications for the dynamic type approval of mobility
systems whose functionality is based at least in part on the
use of Al technology are therefore urgently needed in order
to enable or guarantee sufficient performance on a sustained
basis under these complex boundary conditions, as well as
the necessary trustworthiness and safety. While the various
aspects of trustworthiness are already largely specified by
the draft Al Act, operationalizing these aspects requires
concretization across the entire life cycle of an Al system. In
particular, these standards and specifications should ensure
that...

— the efficient (further) development, validation, successive
introduction and continuous assurance in operation are
supported by a best practice catalogue that ensures the
performance and trustworthiness of the systems. These
measures should include qualified procedures and tools
for development and testing, as well as explainable Al

procedures whose relevant properties can be analyzed
and tested to demonstrate security and trustworthiness.

— the evidence and validations of trustworthiness and
security to an independent third party are enabled. In
this context, standards and specifications for minimum
requirements (in particular, intolerable residual risks to
safety) as well as the other essential trust aspects (includ-
ing IT security, robustness, transparency, traceability,
data protection and non-discrimination) must be defined
and taken into account over the entire life cycle of an Al
system, with the required safeguarding being designed
on the one hand as a function of the risk class of the spe-
cific mobility application, and on the other hand of the
respective ,socially accepted residual risk*.

To enable the successive deployment of secure and trustwor-
thy Al-based mobility applications despite remaining and
emerging uncertainties, agile approaches to regulation (see
[23]) and standardization are needed to enable continuous
monitoring and adjustment of the effectiveness of regulatory
levers. This requires monitoring of operational risk factors
and presupposes certain societal expectations, as well as a
close integration of standardization and regulation.

Recommendation 6: Develop overarching data standards
and dynamic modelling techniques for the efficient and
sustainable design of Al systems

Al systems are increasingly being used to address issues of

relevance to the present day. This concerns the intelligent

control of systems and the formulation of recommendations
for action across sectors. There is a high degree of interdis-
ciplinarity here, in that data domains that were previously
clearly separable are being merged and static modelling
standards are being made more flexible. The goal-oriented
design of new data standards and modelling procedures re-
lies both on standards for interpreting and aggregating data
and on procedural standards. Normative definitions repre-
sent cross-industry guidelines for industry and science that
can provide answers to the following questions:

— How should data syntax and semantics and the Al
systems based on them be designed so that (partially)
autonomous systems can be operated efficiently and
resiliently?

— How can common regulatory frameworks or frameworks
for data sources from different sectors be designed to fa-
cilitate continuous data acquisition and communication
forand in Al as well as ML?

— How is the efficiency and sustainability quality of Al to be
operationalized and evaluated?

German Standardization Roadmap on Artificial Intelligence - 35



CHAPTER 2 - RECOMMENDATIONS FOR ACTION OF THE STANDARDIZATION ROADMAP Al

— To what extent can the ongoing, agile development of
new domain-specific data standards be accommodated
in the standardization of overarching frameworks?

— In this context, how can we ensure that data with higher
temporal and geographic resolution are given sufficient
consideration?

Consequently, there is a comprehensive need for standardi-
zation to overcome data system boundaries and to develop
reference procedures. These standardization needs can

be met by the joint action of actors from standardization,

industry and science. Therefore, pilot projects in the public

funding context are recommended on the following aspects:

— Establishing a common terminology, semantics, tax-
onomy, and the data mappings and schemas based on
them in the domains of materials science and construc-
tion to determine energy efficiency and environmental
impacts, among other things, for building ESG datasets
and using them in Al-based planning tools for future
resource consumption. Such a standardization project
can involve stakeholders from municipal construction
planning, materials management, finance, and research
on energy efficiency in the materials and building sector,
can beincluded in funding programmes of the Ministry
for Economic Affairs and Climate Action (BMWK) or Min-
istry for the Environment, Nature Conservation, Nuclear
Safety and Consumer Protection (BMUV), and should be
initiated in the first half of 2023.

— Developing an industry-independent communication
format for determining the energy and resource con-
sumption of goods and services. Such a standardization
or pilot project is of interest to actors from all sectors or
industries with reference to private customers and to
socio-ecological research, can be placed in the funding
context of the Ministry for the Environment, Nature
Conservation, Nuclear Safety and Consumer Protection
(BMUV) and should be initiated at the beginning of 2023
in view of the range of stakeholders and the correspond-
ing need for coordination.

— Developing a methodology to assess the runtime, accura-
cy, and sustainability performance of Al and ML systems.
A corresponding standardization project should involve
representatives of all industries with current and near-
future predicted intensive Al and ML use, Al certifiers, and
researchers with expertise in algorithms and machine
learning, should be placed in the public funding context,
and, given the range of possible participants, should be
initiated soon (early 2023) in the participant acquisition
process.
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— Establishing a synergistic dynamic modelling approach

for reference architecture models in smart manufacturing
and the smart grid for mapping dynamic variable behav-
iour and identifying critical system areas. This should

be based on the RAMI 4.0 (Reference Architecture Model
Industrie 4.0) and the SGAM (Smart Grid Architecture
Model) Reference Designation Models, which support
and simplify the development of sample solutions as a
»Systems of systems“ approach.

Developing a dynamic calculation method for CO,
emissions from the electricity mix to account for the
geographic-temporal volatility of sustainable electricity
generation. Such a pilot or standardization project should
involve stakeholders from the electricity industry and
geodesy or cartography, be located in the funding context
of the Ministry for Economic Affairs and Climate Action
(BMWK) or Ministry for the Environment, Nature Conser-
vation, Nuclear Safety and Consumer Protection (BMUV)
and should be initiated in the first half of 2023.
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Numerous stakeholders, initiatives, committees, and stand-
ardization activities at the national, European, and interna-
tional levels are intensively dealing with the topic of Al. The
following chapter presents a selection of the most important
stakeholders and initiatives in the Al environment. 11

Innovative political initiatives

Plattform Lernende Systeme (PLS) (Platform Learning
Systems)

The Platform Learning Systems (PLS)!? was initiated in 2017
by the German Federal Ministry of Education and Research
with the aim of shaping Al for the benefit of society and devel-
oping recommendations for action for the responsible use of
Al. In seven thematic working groups, the initiative pools the
knowledge of around 200 experts from science and industry,
as well as decision-makers in the innovation ecosystem and
in politics, on topics such as the legal and social framework
conditions for the application of Al.

The working groups are:

Technologies and data science

Work and skilling, human-machine Interaction
IT security, privacy, law and ethics

Business model innovations

Mobility and intelligent traffic systems

Health, medicine and care

Learning robotic systems

R A 2 R

The Platform Learning Systems also provides an overview of
Germany as a centre for Al: For example, the Al map 13 shows
Al applications, research institutions, transfer centres and
study programmesthroughout Germany. The “Almonitoring” 4
uses various indicators to illustrate the status quo as well as
development potential in research and transfer.

Al Competence Centres

A central component of the German Al cosmos and the Ger-
man government’s Al Strategy are the National Competence
Centres for Al Research. Since July 2022, six Competence Cen-
tres have received permanent funding from the Federal Min-
istry of Education and Research (BMBF) and are to conduct

11 The presentation makes no claim to completeness.
12 https://www.plattform-lernende-systeme.de/startseite.html
13 https://www.plattform-lernende-systeme.de/ki-in-deutschland.html

14 http://www.kimonitoring.de/
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nationally and internationally networked cutting-edge re-
search and establish and expand Al competencies in Germa-
ny. The overriding goal is to secure Germany’s technological
sovereignty in artificial intelligence. The Competence Centres
are designed to enable scientific breakthroughs, spawn new
start-ups and business models, accelerate research transfer,
train Al professionals, and create new jobs.

The six Al Competence Centres include:

— Berlin Institute for the Foundation of Learning and
Data (BIFOLD)
Funded by the BMBF and the Berlin Senate Chancellery
for Science and Research, BIFOLD!> is an association of
research institutions that focus on big data management
and machine learning (ML). Specifically, the research
initiative contributes to the development of tools and
infrastructures for Al applications. A large number of
the tools developed are offered by the initiative as open
source!® tools.

— German Research Centre for Artificial Intelligence
(DFKI)
As the world’s largest independent research centre for
Al, the German Research Centre for Artificial Intelligence
(DFKI) 17 conducts research at several locations in Ger-
many on solutions for human-centred use of artificial
intelligence. It focuses in particular on challenges facing
society as a whole, such as human-made climate change,
social injustice, and the fight against disease, and ini-
tiates, implements, and supports numerous activities
to place reliable and trustworthy Al from Germany and
Europe at the forefront of international competition.

—  Munich Centre for Machine Learning (MCML)
Ajoint research initiative of the Ludwig-Maximilians-
Universitat Miinchen (LMU) and Technische Universitat
Miinchen (TUM), the MCML 8 receives funding as part of
the German and Bavarian Al Strategies. The association
consists of 50 research groups, which focus on basic
research, as well as research on applied ML. To ensure the
transfer of findings to industry, the initiative supports the
training of students and provides training in Al applica-
tions for industrial companies.

15 https://bifold.berlin/

16 https://www.bifold.berlin/impact-transfer/open-source-systems-
tools-data

17 https://www.dfki.de/web
18 https://mcml.ai/


https://bifold.berlin/
https://www.bifold.berlin/impact-transfer/open-source-systems-tools-data
https://www.bifold.berlin/impact-transfer/open-source-systems-tools-data
https://www.dfki.de/web
https://www.dfki.de/web
https://mcml.ai/
https://bifold.berlin/
https://www.dfki.de/web
https://mcml.ai/
https://www.plattform-lernende-systeme.de/startseite.html
https://www.plattform-lernende-systeme.de/ki-in-deutschland.html
http://www.kimonitoring.de/
https://www.plattform-lernende-systeme.de/startseite.html
https://www.plattform-lernende-systeme.de/ki-in-deutschland.html

— Lamarr Institute for Machine Learning and Artificial
Intelligence
Within the framework of the German Al Strategy, the
Lamarr Institute!?is funded by the BMBF and the state
of North Rhine-Westphalia. The institute is the result of
an initiative of the Technical University of Dortmund,
Fraunhofer IML, Fraunhofer IAIS and the University of
Bonn and replaces the Machine Learning Competence
Centre Rhine-Ruhr (ML2R) 2. In addition to research on
ML technologies, the initiative also offers educational
opportunities for pupils, students and young scientists.
The initiative pays particular attention to sustainable
innovations and social justice.

— Centre for Scalable Data Analytics and Artificial
Intelligence (ScaDS.Al)
The Centre for Scalable Data Analytics and Artificial In-
telligence (ScaDS.Al)2! focuses their research on applied
Al and Al methods in the area of big data as well as data
analytics. Research is conducted in the three core areas
of “Applied Al & Big Data”, “Al Algorithms & Methods” and
“Big Data Analytics & Engineering”, whereby the ethical
and social dimensions as well as security and scalability
are considered in all areas. As an association of 13 re-
search institutions, the initiative is funded by the BMBF
and the federal state of Saxony and has set itself the goal
of ensuring the transfer of scientific results through coop-
erative projects with industrial partners.

— Tiibingen Al Centre
The Max Planck Institute for Intelligent Systems and the
Eberhard Karls University of Tlibingen have joined forces
in the Tlibingen Al Centre?? to develop learning systems
that have a positive impact on society. The initiative is
funded by the BMBF and the Ministry of Science, Research
and the Arts of the state of Baden-Wiirttemberg (MWK
BW). Due to the close proximity to the Cyber Valley initi-
ative, a partnership has been formed between the two
initiatives.

19 https://lamarr-institute.org/
20 https://www.ml2r.de/

21 https://scads.ai/

22 https://tuebingen.ai/
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Mittelstand-Digital

The Mittelstand-Digital 2 initiative is an initiative of the
BMWK, where companies from all over Germany can obtain
information and further training on topics related to digital-
ization. Specifically, the initiative offers digital learning op-
portunities as well as practical examples and demonstration
sites to see digital technologies in action. The initiative also
spans a nationwide network of centres to provide companies
with a locally available source of information. The “Mittel-
stand-Digital” strategy also includes Al trainers who provide
information and advice on the topic in workshops, lectures
and roadshows.

Mittelstand-Digital Centres and Mittelstand-4.0
Competence Centres

The (competence) centres?* funded by the BMWK serve as the
first point of contact for companies seeking information on
the topic of digitalization. A total of 66 competence centres
are currently being funded for this purpose. The range of
services includes clarification of questions and training in the
safe use of new technologies, support in testing developed
applications, as well as advice on IT law and the development
of digital business models. To learn about centre locations,
BMWK maintains an interactive map on its website.?

Competence Platform KI.NRW

With the competence platform KI.NRW 26, the state of North
Rhine-Westphalia (NRW) has created a central contact point
for artificial intelligence in NRW, which is intended to acceler-
ate the transfer of Al from cutting-edge research to industry.
In addition to knowledge transfer, the competence platform
promotes Al projects for establishing Al technologies in the
broad industry and for professional qualification. The aim is
to ensure and support efficient technology transfer and close
cooperation between SMEs, start-ups, universities, colleges
and research institutions in NRW. In addition to this, the plat-
form also focuses on social aspects and ethical principles for
the design of artificial intelligence.

23 https://www.mittelstand-digital.de/MD/Navigation/DE/Home/home.
html)

24 https://www.mittelstand-digital.de/MD/Redaktion/DE/Artikel/Mittel-
stand-4-0/mittelstand-40-kompetenzzentren.html

25 https://www.mittelstand-digital.de/MD/Navigation/Karte/SiteGlo-
bals/Forms/Formulare/karte-formular.html

26 https://www.ki.nrw/
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Regional Competence Centres for Labour Research

Within “Future of Work: Regional Competence Centres for

Labour Research”, further competence centres are being

funded by the BMBF with the aim of linking labour research

more closely with work design in company practice and

university education, and strengthening the transfer of new

findings to society. These centres include:

— Kiinstlich und Menschlich Intelligent (K-M-1)
This competence centre researches the use of artificial
intelligence in the field of work design, for example by
supporting intelligent assistance systems in production
planning and control or in the maintenance and servic-
ing of complex facilities. Researchers will investigate the
potential of intelligent technical systems in collaboration
between humans and machines from an occupational
science perspective and test them in companies.

— WIRKsam
The funded competence centre WIRKsam?7 is an initiative
that researches Al innovations in work and process flows.
In addition to developing new concepts, the initiative
also looks at operational implementation. Companies
from the coal and textile region of the Rhineland are the
main target group. The competence centre is funded by
the BMBF until October 2026 and is supervised by the
Karlsruhe project management organization.

Competence Centre for Al Systems Engineering (CC-KING)
The Competence Centre for Al Systems Engineering
(CC-KING) %8 was established by three research institutions
from Karlsruhe (Fraunhofer I0SB, Forschungszentrum
Informatik (FZI) and Karlsruhe Institute of Technology (KIT)).
Funded by the Ministry of Economics, Labour and Tourism
Baden-Wirttemberg (WM BW), the competence centre aims
to facilitate the use of artificial intelligence (Al) and machine
learning (ML) methods in engineering from a practical per-
spective. With a focus on industrial, sustainable production
and demand-driven mobility, basic research is conducted
here and methods are developed to improve operational
work.

27 https://www.arbeitswissenschaft.net/wirksamweb/

28 https://www.ai-engineering.eu/
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Observatory on Artificial Intelligence in Work and Society
Launched by the think tank of the Federal Ministry of Labour
and Social Affairs (BMAS), the Al Observatory?® focuses on the
five fields of action: Technology foresight and technological
impact assessment, Al in labour and social administration,
Regulatory framework for Al and social technology design,
Building international structures and European networking,
and Social dialogue and networking. The aim of the Obser-
vatory is to provide an overview of developments in Al and to
assess and positively influence theirimpact on society.

Cyber Valley

Founded by the state of Baden-Wiirttemberg and research
institutions and commercial enterprises, Cyber Valley* is an
initiative to strengthen research in ML, robotics and com-
puter vision. In addition to the expansion of basic research,
Cyber Valley also offers the possibility of funding start-ups
that bring the scientific knowledge gained into commercial
application. Cyber Valley concentrates its support primarily in
the Stuttgart-Tlbingen area.

Al Quality & Testing Hub

The concept of an Al Quality & Testing Hub3! has been driven
forward by VDE and TUV in cooperation with several federal
states since 2020. It is intended as an institution with Europe-
an reach that brings together all the pieces of the puzzle nec-
essary for the assessment and management of Al quality, e.g.
an overview of the state of research, access and development
of training datasets, simulation environments with standard-
ized interfaces, training and competence acquisition, as well
as tailored quality improvement for manufacturers and users/
operators of Al products.

Al4Germany

Al4dGermany32is an umbrella initiative for the implementa-
tion-oriented promotion and implementation of Al. Founded
by the Munich Start-up Accelerator TUM, the initiative sees
itself as an application-oriented supplement to PLS and
Al4Europe. The goal of the alliance is to strengthen Germany’s
position as a location for developing high-tech Al applica-
tions.

29 https://www.ki-observatorium.de/
30 https://cyber-valley.de/de

31 https://www.vde.com/de/presse/pressemitteilungen/ai-quality-test-
ing-hub

32 https://www.ai4germany.de/
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Initiative for Applied Artificial Intelligence

59 partners from industry, the public sector and research
have joined forces in the Initiative for Applied Artificial
Intelligence (appliedAl) 3. Aiming to create a collaborative
platform that trains people and drives innovation, appliedAl
is Europe’s largest initiative. The platform’s services range
from consulting and training to exchanges and lectures to
access Al tools/ecosystems and start-ups. AppliedAl is also a
member of Al4Germany.

Platform Industrie 4.0

The Platform Industrie 4.03* is a network for promoting the
digitalization of industry. It is led by the Federal Ministry for
Economic Affairs and Climate Action (BMWK) and the Federal
Ministry of Education and Research (BMBF) together with
technology companies, associations and research organi-
zations. In addition to topics such as geopolitical crises and
supply chain resilience, the network regularly addresses

Al, for example as a focus topic in the “Technology and Use
Cases” working group.

Kl-Transfer-Hub SH

The state of Schleswig-Holstein launched its own initiative
Kl-Transfer-Hub SH?3>. With this initiative, the state aims

to enable SMEs and start-ups in particular to incorporate

Al technologies into their business models. Partners from
science and industry in northern Germany are providing
support. The European Union is supporting this initiative with
funding from the European Regional Development Fund.

In addition to the aforementioned initiatives, there are other
associations beyond Germany’s borders that aim to promote
Al at the European and international level, including:

CLAIRE

The Confederation of Laboratories for Artificial Intelligence
Research in Europe (CLAIRE) ¢ is a pan-European alliance of
445 research institutions that aims to strengthen research
and innovation in Al. As a partner of HumaneAl, CLAIRE
contributes to the development of trustworthy Al. Since its
establishment in The Hague in 2018, additional branches
have been added in Germany, Norway, the Czech Republic,
Italy, Switzerland and Belgium. The initiative’s scope of work

33 https://www.appliedai.de/de/

34 https://www.plattform-i40.de/IP/Navigation/DE/Home/home.html
35 https://kuenstliche-intelligenz.sh/de/startseite

36 https://claire-ai.org/?lang=de
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includes machine learning, knowledge representation and
reasoning, natural language processing, as well as topics such
as robotics, computer vision, and ethical and social aspects.

ELLIS

The European Laboratory for Learning and Intelligent
Systems (ELLIS)37 is a European network that was founded

in 2018. ELLIS sees itself as a driver to strengthen Europe’s
economic position in Al development. Therefore, in addition
to basic research, it is also driving the creation of new Al start-
ups. There is a close relationship between ELLIS and CLAIRE,
as both initiatives complement each other’s efforts ELLIS is
now represented at 35 locations in Europe, eight of which are
in Germany.

AI4EUROPE

As a successor to AI4EU, AI4EUROPE38 was launched in 2022
and provides a platform for research groups to share scientific
knowledge and thereby drive further innovation. The plat-
form was launched at the University College Cork in Ireland.
In addition to research and education, the platform also pro-
vides an opportunity for industry to share their use cases.

I-DAIR

The International Digital Health & Al Research Collaborative
(I-DAIR)* is an initiative that aims to improve research in
digital health and Al in healthcare. In this way, the digital
transformation will be used to help all countries and com-
munities achieve an improved quality of life. This association
of international research institutes now networks more than
40 partners. Two standout projects from the platform are the
Global Research Map of Digital Health and Al*°, and the Real
Time Epidemiology & Dashboard*!.

37 https://ellis.eu/

38 https://www.aideurope.eu/

39 https://www.i-dair.org/

40 https://grm.i-dair.org/

41 https://www.i-dair.org/pathfinder/rted
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k] Standardization environment

The contents of valid standards and specifications represent
the current state of the art in science and technology. Each
standardization document represents the essential proper-
ties (e.g. of a product), requirements (e.g. for a service) or
procedures (e.g. of processes), which are usually developed
on a consensual basis by participants from the stakeholders
(industry, science, research, users, consumer protection, oc-
cupational health and safety, trade unions, public authorities
and environmental protection).

By specifying technical and compatibility requirements for
products, services or processes, but also by defining terms or
interfaces, interoperability is ensured and the protection of
people, the environment and things is ensured. In this way,
standards and specifications create transparency and trust in
new applications and technologies.

The need for a new standard or specification is often recog-
nized by these stakeholders. In principle, however, anyone

INTERNATIONAL

Joint Technical
Committee 1 (JTC 1)
Information Technology

EUROPEAN

Artificial Intelligence

NATIONAL

Mechanical engineering Aerospace

Construction & civil engineering Medical technology
Services Fine mechanics

Information technology and more than 70 further topics

Figure 11: Levels of standardization work (Source: DIN)
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Electrotechnology

can apply to the responsible national standards institute (DIN
for Germany) for the preparation of a standard.

Depending on the type of content, target group and global
economic relevance, standardization work is carried out at
national, European or international level (see Figure 11). Al-
though there are differences between these three levels, they
all have one thing in common; the standardization work is
carried out by experts who are sent by their national stand-
ards institute to work at the European level (in the case of
CEN/CENELEC) or international level (in the case of ISO/IEC).
The national standards institutes of the participating coun-
tries thus represent the link between those stakeholders with
know-how and the active development of standards.

As the responsible standardization organization of the Federal
Republic of Germany, DIN#? has represented German interests
in European standardization (at CEN*3) and in international
standardization (at ISO#) since 1975. Standardization in the
fields of electrical engineering, electronics and information
technology is handled nationally and internationally by the

ISO: International Organization for
Standardization

IEC: International Electrotechnical
Commission

ITU: International
Telecommunications Union

CEN: European Committee for
Standardization

CENELEC: European Committee for
Electrotechnical
Standardization

ETSI: European
Telecommunications
Standards Institute

DIN: German Institute for
Standardization

DKE: German Commission for
Electrical, Electronic &
Information Technologies of
DIN and VDE

DIN and DKE represent German
interests in European and
international standardization.

42 German Institute for Standardization, www.din.de

43 Comité Européen de Normalisation, European Committee for
Standardization, https://www.cencenelec.eu/

44 International Organization for Standardization, www.iso.org
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DKE*, which represents German interests at both CENELEC“®
and IEC#". Today, standardization work is concentrated at Eu-
ropean and international level, with the responsibility within
Germany lying with DIN and DKE, which coordinate the na-
tional work and contribute the German voice at the European
and international levels through delegates and experts.

Standards are developed according to established principles
at national, European and international level, taking into
account procedural and design rules. In work in committees,
the current state of the art is recorded by representatives of
all stakeholders (e.g. manufacturers, consumers, trade, uni-
versities, research institutes, authorities, test institutes, etc.).
Standards are created by consensus of all stakeholders.

“Specifications” are documents such as Technical Reports
(TR), pre-standards, specifications (TS, DIN SPEC), consortium
standards, application rules (AR), guidelines, expert recom-
mendations, etc. These are often created for topics with a

low level of maturity which may not yet be fully established

in the market. The preparation and publication is carried out
by the standardization institutes and other organizations and
technical rule makers. Full consensus and the involvement

of all stakeholders are not mandatory in the development of
specifications.

DIN/DKE
NA 043-01-42 GA
Artificial intelligence
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EFE1 Al standardization at national level

Standardization work on artificial intelligence is currently
taking place at all three levels (national, European and inter-
national). At the national level, special mention should be
made of the DIN/DKE Joint Committee “Artificial Intelli-
gence” NA 043-01-42 GA“*8, which was initially established
by DIN in 2017 and further developed into the DIN/DKE Joint
Committee at the end of 2021. More than 80 experts from
business, science, politics and civil society are involved in the
committee and develop standards for tools, processes and
fields of application of artificial intelligence, always taking
into account social opportunities and risks.

As the national mirror committee, the Joint Committee is
responsible for consolidating German opinion and sends the
German delegation to both the European standardization
body (CEN/CENELEC/JTC21) and the international standardi-
zation body (ISO/IEC/JTCL).

It is one of the most important Al-relevant bodies for the im-
plementation of European requirements (from Regulations,
the Al Act, etc.) and plays an important role in the develop-
ment of corresponding standards.

Figure 12 shows the structure of the German national Al joint
committee.

WG 1

Foundational Standards

Use Cases and
Applications

WG 5
Computational
approaches and
characteristics

e Ad-hoc Groups/ Working

Groups

|

Mirror the working groups of
ISO/IEC JTC 1/SC 42

AHG NA 043-01-42-01 AK
Criticality matrix und Al quality and test
taxonomy methods

Figure 12: Structure of the national Joint Committee on Al (Source: DIN)

45 DKE German Commission for Electrical, Electronic & Information
Technologies of DIN and VDE www.dke.de

46 Comité Européen de Normalisation Electrotechnique, European
Committee for Electrotechnical Standardization, www.cenelec.eu

47 International Electrotechnical Commission, www.iec.ch

48 See https://www.din.de/de/interdisziplinaerer-arbeitsausschuss-zu-
kuenstlicher-intelligenz-826618
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In addition, the Working Committee “Information Securi-
ty, Cybersecurity and Privacy Protection” NA 043-04-27 AA#°
should also be mentioned, whose topics are of particular
relevance to Al.

EF¥] Al standardization at European level

Since 2019, the topic of Al has been of great interest to Eu-
ropean policymakers. With the New Legislative Framework,
Europe has long had a unique and proven mechanism for the
interaction of standardization and regulation, which is now
to be applied to the subject of Al on the basis of the draft Al
Act (see Chapter 1.4). At European level, the central task of
standardization is to deal with Europe-specific aspects and to
support the European regulation of Al (especially the pro-
posed Al Act) with harmonized European Standards.

Standards play an important role in the planned Al Act. They
serve to reliably implement the requirements of the Al Act
and help make the development of Al systems more efficient
and reliable. European Standards on transparency, logging,
fairness, risk assessment and privacy protection, for example,
are to be developed by the fall of 2024. The quality and speed
of European standardization work depends on the substan-
tive groundwork carried out at national level.

CEN/CENELEC JTC 21
Artificial Intelligence
Chair: Germany

The central body for European Al standardization is the

joint body CEN/CENELEC JTC 21 “Artificial Intelligence”
(CEN/CLC JTC 21)%°, which was established by CEN and
CENELEC on the basis of the recommendations of the “White
Paper on Artificial Intelligence” [7] and the “German Stand-
ardization Roadmap Artificial Intelligence 1st Edition” [63] in
spring 2021.

The CEN/CLC JTC 21 joint body is under German leadership
and is supported by the secretariat held by Denmark. It is
responsible for developing European Standards on artificial
intelligence as well as advising other Technical Committees.
Currently, the committee is dealing with the following topics,
among others: Green and sustainable Al, Data Governance
and Quiality for Al, Al Systems risk catalogue and risk manage-
ment, Overarching unified approaches on trustworthiness
characteristics.

This Standardization Roadmap identifies concrete standard-
ization needs for Al and thus provides significant support for
both the national joint committee on Al (NA 043-01-42 GA)
and European Al standardization.

Figure 13 shows the structure of the joint committee on Al
(CEN/CLCJTC21).

WG 1
Strategic Advisory

WG 2
Operational Aspects
Convenor: Luxembourg

WG 3
Engineering Aspects

Group Convenor: UK

Convenor: France

WG 4

Foundational and
Societal Aspects
Convenor: t.b.a.

Ad-hoc Groups

AHG 3
Green and
sustainable Al

AHG 7
Overarching unified
approach on trust-
worthiness-
characteristics

AHG 8
Al Systems risk
catalogue and risk
management

AHG 5
Data Governance &
Quality for Al

Figure 13: Structure of the European Joint Committee on Al (Source: DIN)

49 See https://www.din.de/de/mitwirken/normenausschuesse/nia/na-
tionale-gremien/wdc-grem:din21:54770248
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50 See https://www.cencenelec.eu/areas-of-work/cen-cenelec-topics/
artificial-intelligence/
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EFXE] Alstandardization at international level

At the international level, the joint committee ISO/IEC JTC 1/
SC 42 “Artificial Intelligence”>! was established in 2017
under US leadership.

This standardization body, set up by ISO and IEC, represents
the central point of contact for Al standardization at
international level. The currently 35 member countries

of ISO/IEC JTC 1/SC 42 span all continents and are comple-
mented by 15 “Observing Members”. This global composition
ensures an equally globally aligned work program, which
currently includes standardization of Al fundamentals, data
standards related to Al, big data and analytics, trustwor-
thiness, policy implications of Al, and ethical and societal
concerns. Thus, the body addresses the entire Al ecosystem
and advises ISO and IEC committees on artificial intelligence.

Since its establishment, ISO/IEC JTC 1/SC 42 has already
developed and published 14 International Standards. These
include standards on big data®? and the big data reference
architecture®3, standards for evaluating the robustness of
neural networks>4, for describing use cases®, and for ethical
and societal concerns®®.
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The 25 standards projects currently underway address issues
including data quality for analytics and machine learning,
functional safety, and quality assessment guidelines and
impact assessments for Al systems.

China, Ireland, Japan and Germany currently hold the
secretariats of the “Working Groups” in ISO/IEC JTC 1/SC 42
and can thus actively shape the content-related work on Al
standardization at international level as well.

Figure 14 shows the structure of ISO/IEC JTC 1/SC 42.

Further relevant international standards bodies include:
ISO/IEC JTC 1/SC 27> “Information security, cybersecurity
and privacy protection” is under German leadership and is
responsible for the development of standards and specifica-
tions for the protection of information, and for information
and communication technologies. This includes security and
privacy aspects as well as cryptographic and other security
mechanisms.

ISO/IEC JTC 1/SC 418 “Internet of things and digital twin”
develops international standards and specifications on topics
such as the Internet of Things, digital twins and related tech-
nologies.

ISO/IEC JTC1/SC 42
Artificial Intelligence
Chair: USA

WG1 WG 2 WG 3
Foundational Standards Data Trustworthiness
Convenor: Canada Convenor: USA Convenor: Ireland

Use Cases and
Applications
Convenor: Japan

WG 5
Computational
approaches and
characteristics
Convenor: China

JWG 2
Testing of Al-based
systems
Convenor: UK

Ad-hoc Groups

AG3
Al standardization
landscape and roadmap
Convenor: France

AHG 4
Liaison with SC 27
Convenor: Germany

Figure 14: Structure of the international Joint Committee on Al (Source: DIN)

51 See https://www.iso.org/committee/6794475.html

52 SeelSO/IEC 20546 [443]

53 See ISO/IEC TR 20547 (series) [438], [439], [440], [441], [442]
54 SeelSO/IEC TR 24029-1[91]

55 SeelSO/IEC TR 24030 [293]

56 SeelSO/IEC TR 24368:2022 [15]

57 See www.iso.org/committee/45306.html

58 See www.iso.org/committee/6483279.html
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In addition to traditional, fully consensus-based standardi-
zation, specifications and recommendations on Al are also
issued by some professional associations and consortia.
Extensive consortial work on Al standardization emerges from
various forums and consortia such as the IETF>°, IEEE®, CSA
Group®t, OGC®2, OMG®3, or W3C54, for example, and comple-
ments standardization in sometimes very specialized subject
areas.

Research and implementation
projects on Al

Germany is one of the world leaders in research in the field

of artificial intelligence. However, in order to sustainably
leverage the potential of artificial intelligence and exploit it
commercially, the innovative research results must also be
transferred into practice. Being recognized and trusted strate-
gic tools, standards and specifications can help provide rapid
access to the market for scientific results.

At both national and European level, the standardization
institutes are involved in Al research projects in various roles,
thus supporting the identification of essential standardization
potentials, the development of standardization strategies and
the initiation of standardization activities.

A selection of Al research projects in which standardization is a
core element is presented below.

EEEL Al research projects®

VIKING

The VIKING®® project (Trusted Artificial Intelligence for Police
Applications) started in January 2022 and is funded by the
German Federal Ministry of Education and Research (BMBF).
The goal is to develop a catalogue for compliance with accept-

59 Internet Engineering Task Force, see: www.ietf.org/

60 Institute of Electrical and Electronics Engineers, see: www.ieee.org/
61 See: www.csagroup.org/

62 Open Geospatial Consortium, see: www.ogc.org/

63 Object Management Group, see: www.omg.org/

64 World Wide Web Consortium, see: www.w3.org/

65 The presentation makes no claim to completeness.

66 https://www.din.de/de/forschung-und-innovation/part-
ner-in-forschungsprojekten/ki/viking-872288
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able ethical and high legal requirements for Al procedures

in everyday policing, as well as operationalization of the
underlying principles of trustworthy Al in light of new EU law
and other legal and ethical requirements. With the interweav-
ing of different activities in the project, the foundations for
trustworthy Al are being created. Users are accompanying
the work and evaluating the demonstrators and requirement
catalogues with regard to functionality and practicality for
everyday police work, which ensures that the research work
is closely linked to the actual relevance for the interested par-
ties. Where successful, the results from VIKING can advance to
best practices for the police use of Al procedures in the future,
strengthen law and security in Europe and significantly shape
the rapidly growing national and international markets of this
segment through “Technology Made in Germany”.

STAFFEL

Launched in December 2021, the STAFFEL®" project was
created by the German Federal Ministry of Transport and
Digital Infrastructure (BMVI) and is dedicated to providing an
Al-powered internet platform to enable secure, data-based
and cross-shipper “staggered traffic”. To achieve this goal, the
platform and the anti-theft system will be prototypically de-
veloped after a detailed requirements analysis and validated
in two field tests. Initially, regional transport companies will
be networked via a driving time marketplace. After that, alter-
nating stations will be established along a main traffic route
