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Energy Production and Supply?



How does electricity get 
to the consumer?

Generation

Transmission

Distribution

Electricity production at nuclear, thermal, hydro, 
renewable power plants.

Power transmission by 110 -750 kW main networks from 
power plants to distribution system connection points.

Delivery of electricity from backbone networks to 
consumers. Electricity goes through several stages of 
voltage reduction from 110 to 0.4 kV.



Poland
Russia





Photos of railway station in Ukraine, 2022
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Deputy IT Director, 
Lvivoblenergo, Ukraine.

Practical experience in 
cybersecurity of critical 
infrastructure during 
wartime.

STRATEGIC CYBER 
ATTACK: HOW RUSSIA 

PREPARED FOR THE WAR 
WITH UKRAINE YEARS IN 

ADVANCE





THE MOST ACTIVE
HACKERGROUPSWERE
IDENTIFIED BY THE
INSTITUTEOF CYBER
WARFARERESEARCH.

Hacker group Affiliation Main goals

APT28 
military division 26165 Main Intelligence 

Directorate (GRU), russia
Military sector, electricity grids infrastructure, state 

institutions, and diplomatic institutions

APT29 
Foreign Intelligence Service

SVR, russia
Military sector, diplomatic institutions

Sandworm 
military division 74455 Main Intelligence 

Directorate (GRU), russia
Telecommunications providers, critical 

infrastructure

Turla 
military division 71330 Federal Security Service 

(FSB), russia 
Military sector

Callisto 
military division 64829 Federal Security Service 

(FSB), russia
State institutions, diplomatic institutions

Gamaredon Federal Security Service (FSB)office in Crimea Military organizations, law enforcement agencies, 
state and diplomatic institutions

WinterVivern Activities for interests of Russia and Belarus Military organizations, state institutions

Ghostwriter Military forces of Belarus State institutions

DaVinci Group 
(UAC-0050) Law enforcement agencies, russia Private and public sector organizations 

Smokeloader Group 
(UAC-0006) 

Financially motivate criminals, russia Private and public sector organizations 

NoName057(16) 
Pseudo hacktivistsMain Intelligence Directorate 

(GRU), russia
Private and public sector organizations

CyberArmyofRussia Pseudo hacktivists, Main Intelligence Directorate 
(GRU), russia

Private and public sector organizations





Many attacks are aimed at destabilizing society and 
spreading disinformation. The second priority area 
involves attempts to damage critical infrastructure. 



Thescheduleof plannedpoweroutagesdue
to electricityshortagesand the searchform
for outagesareavailableon our website.

Almost half a million consumersuse our
informationserviceson ViberandTelegram









December 2022: Several major internet 
providers in the region stopped 
providing services due to a hacker attack.  

May 2022: Hackers attacked the
services of the Lviv City Council,
stealing and publishing some work
fileson Telegramchannels.

March 2024: The transport service e-ticket in Lviv 
was subjected to a hacker attack, resulting in the 
disruption of certain services.

January 2024: The Sykhivresidential 
area in Lviv was left without hot 
water and heating due to a hacker 
attack on a utility company.

December 2023: Mobile operator Kyivstar
suffered a large-scale hacker attack, resulting in 
the loss of connection and internet for 
subscribers. The Russian group Solntsepyok
claimed responsibility for the attack.





Lyudmyla Polova
lpolyova@loe.lviv.ua
www.loe.lviv.ua

Thanks to the INSTITUTE OF CYBER WARFARE 
RESEARCHfor providing the materials:
www.facebook.com/CyberWarfareInstitute
info@understandingcyberwar.org

understandingcyberwar.org



Key Areas for Resilience and Critical Infrastructure 
Protection: the case of submarine cable 
infrastructures

Agustin Diaz-Pines, Deputy Head of Unit, DG 
CNECT E.1

4 September 2024







https://digital-strategy.ec.europa.eu/en/news/digital-day-2021-europe-reinforce-internet-connectivity-global-partners
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023H0120%2801%29
https://spanish-presidency.consilium.europa.eu/en/news/informal-ministerial-meeting-telecommunications-24-october-leon/
https://www.consilium.europa.eu/en/meetings/tte/2023/12/05/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL_202400779
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2024%3A81%3AFIN
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Thank you



Improving the Resilience of 
Power and Telecommunication 
Networks in Germany
Westenergie AG · Dr. Stefan Küppers · 4. September 2024
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Introduction

Digitisationand Energy Transitionincrease 
co-Dependencyof Power and Communication Grids

Yearly generated data 

X 106X 104

Private fiber
network

Private LTE 450 
networkPublic networks

Smart Grid controls and services

X 107 X 106 X 107
Power grids

Communication 
grids
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Definition

Resilience in Power- and Information systems

The ability of any system to continue to:

I. Operate under adverse conditions or stress, even if in a degraded or 
debilitated state, while maintaining essential operational capabilities; and

II. Recover to an effective operational posture in a time frame consistent 
with mission needs.

Based on: NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf
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Key challenges

Climate change and cyber warfare pose growing 
risks to the infrastructure we rely on

Photo taken immediately after the flood in the Ahrvalley
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VDE approach in Germany

Cross-industry experts have developed 
recommendations to improve grid resilience

44-page discussion paper

Build awarenessfor increasing 
mutual dependencies 

Think and act across sectors 
and industries

Consider potential disasters
(man made and natural)

Systematically plan and implement 
measuresto address potential risks

Key takeaways

https://www.vde.com/resource/blob/2306880/6ac5b76601f7acb71c7cd38e6e0bdbea/neu-vde-discussionpap-resnet-exsum-english-final--1--data.pdf
https://www.vde.com/resource/blob/2299690/88d637bb024816edca55a20e3a5fc264/vde-etg-itg-ip-a4-resiliente-netze-01-2024-rz-web-data.pdf
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Evolution of Power Grids and (Public) 
Communication Networks
Power Grid

Communication 
Services

End 
Node
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Aggregation

Fiber
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Considering 
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Partly 
Battery

Power supply
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value chain

Services

Public Comm. Networks
Source: VDE
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How we do it at E.ON and Westenergie

Practical examples: Business Continuity 
Management and Crisis Management

Mobile substations as part of our 
business continuity management (BCM) Crisis Management (Exercises)







Any Questions?

Thank you!
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