
©
 G

re
en

 C
re

at
or

 /
 s

to
ck

.a
d

ob
e.

co
m

Decentralized identity 
management (DIM) based on 
Self-Sovereign identity (SSI) – 
concept, technologies and 
application in a microgrid

VDE SPEC 90026 V1.0 (en)



 

 VDE SPEC 90026 V1.0 (en) I 
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Executive Summary 

This VDE SPC outlines key findings, including the requirements profile for Distributed Identity Man-
agement (DIM), the overarching DIM concept and practical implementation strategies for the energy 
sector. It also covers laboratory testing procedures and documentation, including test reports and in-
sights gained from these evaluations. 

The VDE SPC is structured as follows: It begins with a general introduction to the issue of device iden-
tities in the energy industry. Then it presents the status of DIM for the energy sector (see Section 5) 
and provides an overview of SSI frameworks and DIM technologies, as well as comparing their suita-
bility for energy applications (see Section 6). The DIM concept developed is defined for a specific en-
ergy application: 'A microgrid'. Section 7 presents this SSI-based DIM for implementing distributed 
identity management for a microgrid. The developed concept was implemented, tested and verified by 
simulating it in a hardware-in-the-loop laboratory system and demonstrating it in an isolated microgrid. 
The results of the test phase and laboratory tests can be found in Section 8. Section 9 contains a dis-
cussion of the results, focusing on security, data protection and compliance with legal requirements in 
the presented test case. This documentation concludes in Section 10, which provides suggestions on 
how the work can be developed further in future. 
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Introduction 

In the digital age, the management of personal and device identities has become a critical concern. 
Traditional centralized identity management systems, where a single authority stores and controls 
user data, are increasingly challenged with security vulnerabilities, privacy concerns, lack of user au-
tonomy and interoperability issues. Contrary to centralized identity systems, Distributed Identity Man-
agement (DIM) offers a transformative approach by decentralizing control processes and giving indi-
viduals sovereignty over their own identity or device data. Furthermore, DIM offers solutions to the 
main challenges faced by centralized systems: (a) While centralized databases are the main targets of 
cyberattacks and their breaches can lead to massive leaks of confidential information, DIM systems 
mitigate this risk by eliminating single points of failure, making it significantly harder for attackers to 
compromise large amounts of data at once [1]; (b) While in centralized models, users often have lim-
ited insight into how their data is used or shared, DIM empowers users to control their personal infor-
mation, deciding what data to share and with whom, thereby enhancing privacy [2]; (c) While in cen-
tralized managed systems enabling user consent and data protection1 requires implementing 
redundant and complicated processes to ensure that all the users are aware and consent the use of 
their data, DIM aligns with those requirements by design, ensuring that users have control over their 
personal data and; (d) As centralized systems are faced with interoperability issues while users en-
gaging with multiple services, DIM systems facilitate identities to be recognized and verified across dif-
ferent platforms without redundant registrations. For all these reasons, DIM offers a solution to the 
main challenges faced by centralized identity management systems providing a reliable and secure 
solution. Additionally, many DIM solutions are based on Distributed Ledger Technologies (DLT) such 
as blockchain, which adds transparent and tamper-proof records of identity transactions, fostering 
trust between users and service providers [4]. 

In implementing a DIM framework, different concepts can be used, in this work the solution proposed 
is based on Self Sovereign Identities (SSI). The advantage of SSI compared with other DIM concepts 
is that in SSI, individuals or organizations have sole ownership of their digital and analog identities, 
and therefore, control how their data is shared and used. As in other DIM concepts, using SSI elimi-
nates reliance on central authorities [5] and provides the infrastructure necessary for implementing 
distributed identity systems [6]. SSI requires a new type of identifier called Decentralized Identifier 
(DID). This DID developed by the World Wide Web Consortium (W3C), enables verifiable and decen-
tralized digital identity and is designed to function without a centralized registration authority [7]. An-
other component of SSI is the verifiable credentials, which are standardized by the W3C. These verifi-
able credentials are cryptographically secure digital documents that assert claims about an entity, 
enabling secure, privacy-preserving sharing of attestations (like driver’s licenses or diplomas) in a digi-
tal format that can be cryptographically verified [8]. 

Summarizing, DIM represents a significant shift towards more secure and user-centric identity solu-
tions. As digital interactions continue to expand, adopting distributed identity frameworks would lead to 
more secure and efficient identity verification processes. Furthermore, when those DIM frameworks 
are coupled with SSI, they present clear advantages in improved user control and ownership, en-
hanced privacy and security, interoperability and increased trustworthiness. Even if the advancements 
in SSI have led to different DIM potential solutions in various sectors [9], there is still limited applica-
tion of DIM in the energy sector. Previous works focus mainly on implementing or developing secured 
networks for identity management, rather than integrating them in energy use cases. This work takes 
a step forward and aims to develop, implement and test a SSI based DIM system for energy sharing in 
a microgrid, one of the most popular use cases when using DLTs in the energy sector [10]. 

1 Scope 

This specification aims to provide a comprehensive overview of the current state of Decentralized 
Identity Management (DIM) technologies with a focus on their applicability in the energy sector. It in-
cludes a detailed presentation of Self-Sovereign Identity (SSI) frameworks and associated DIM tech-
nologies. A comparative analysis is conducted to evaluate the suitability of leading SSI frameworks for 
energy-related use cases, with the objective of identifying the most appropriate framework for imple-
mentation. Based on this analysis, a model for SSI-based DIM is developed for application in a mi-
crogrid environment. The proposed model is validated through simulation within a hardware-in-the-
loop (HIL) laboratory system and demonstrated in an islanded microgrid scenario. Furthermore, this 
specification includes a discussion of the security, privacy, and regulatory compliance aspects relevant 
to the developed use case. 

————————— 

1 Data protection requirements such as the defined by the General Data Protection Regulation (GDPR) [3] 



 

 VDE SPEC 90026 V1.0 (en) 2 

2 Normative references 

There are no normative references in this document. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

• ISO Online browsing platform: available at https://www.iso.org/obp 

• IEC Electropedia: available at https://www.electropedia.org/ 

3.1  
advanced metering infrastructures 
AMI 
an integrated system of smart meters, communication networks, and data management systems that 
enables two-way communication between utilities and customers and supports the collection, storage, 
analysis, and presentation of energy usage data. AMI refers to systems that measure, collect, analyse 
and control energy distribution and usage, with the help of advanced energy distribution automation 
devices such as distribution network monitoring and controlling devices, network switching devices, 
load/source-shedding devices, electricity meters, gas meters and/or water meters, through various 
communication media on request or on a pre-defined schedule. This infrastructure includes hardware, 
software, communications, energy distribution-associated systems, customer-associated systems and 
meter data management (MDM) software. 

The bidirectional communication network between the smart grid and metering devices and business 
systems allows collection and distribution of information to customers, suppliers, distribution network 
companies, utility companies and service providers. This enables these businesses to either partici-
pate in, or provide, demand response solutions, products and services. 

[SOURCE: International Electrotechnical Commission (IEC). (n.d.). Advanced metering infrastructure. 
Retrieved June 9, 2026, from https://syc-se.iec.ch/iec-63097-smart-energy-roadmap/advanced-meter-
ing-infrastructure/] 

3.2  
Distributed Identify Management 
DIM 
an approach to managing digital identities in which identifiers and credentials are created, controlled, 
and verified without reliance on centralized authorities, using decentralized identifiers (DIDs) and veri-
fiable credentials 

[SOURCE: W3C Decentralized Identifiers (DIDs) v1.1] 

3.3  
decentralized identifier 
DID 
identifier that is issued or managed in a decentralized system and designed to be unique within a con-
text 

Note 1 to entry: Decentralized identifiers are used in systems that do not rely on central registration authorities. 

[SOURCE: ISO 22739:2024] 

3.4  
distributed ledger 
ledger that is shared across a set of distributed ledger technology (DLT) nodes and synchronized be-
tween the DLT nodes using a consensus mechanism 

[SOURCE: ISO 22739:2024] 

3.5  
Self Sovereign Identities 
SSI 
enables individuals and organizations to own, control, and share their digital identities without the in-
volvement of intermediaries 

https://www.electropedia.org/
https://syc-se.iec.ch/iec-63097-smart-energy-roadmap/advanced-metering-infrastructure/
https://syc-se.iec.ch/iec-63097-smart-energy-roadmap/advanced-metering-infrastructure/
https://www.iso.org/obp/ui/en/#iso:std:iso:22739:ed-2:v1:en:term:3.54
https://www.iso.org/obp/ui/en/#iso:std:iso:22739:ed-2:v1:en:term:3.31
https://www.iso.org/obp/ui/en/#iso:std:iso:22739:ed-2:v1:en:term:3.13
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3.6  
Hardware-in-the-loop 
HIL 
testing method in which real hardware is integrated into a real-time simulation of a system, enabling 
the hardware to be tested under realistic, simulated conditions 

[SOURCE: IEEE Std 2004-2025] 

3.7  
Web-of-trust 
WoT 
a decentralized trust model in which users authenticate each other’s public keys through mutual certifi-
cation (digital signatures), rather than relying on a central certification authority 

[SOURCE: Walfield, N. H. (2022). OpenPGP Web of Trust (Internet-Draft). IETF.] 

3.8  
Microgrid Operator 
MO 
party responsible for the safe and reliable operation of a microgrid 

[SOURCE: IEV ref 617-02-19] 

3.9  
remote procedure call 
RPC 
communication paradigm that enables a program to execute a procedure on a remote system as if it 
were a local function call, abstracting the underlying network communication 

[SOURCE: Tay, B. H., & Ananda, A. L. (1990). A survey of remote procedure calls. ACM SIGOPS 
Operating Systems Review, 24(3), 68-79.] 

3.10  
Distribution System Operator 
DSO 
party operating a distribution system 

[SOURCE: IEV ref 617-02-10] 

3.11  
Zero Knowledge Proof 
ZKP 
cryptographic protocol that enables a prover to convince a verifier that a statement is true without re-
vealing any information beyond the validity of that statement 

 [SOURCE: NISTIR 8301] 

3.12  
Internet of Things 
IoT 
infrastructure of interconnected entities, people, systems and information resources together with ser-
vices which processes and reacts to information from the physical world and virtual world 

[SOURCE: ISO/IEC 20924:2024] 

3.13  
Application Programming Interface 
API 
a system access point or library function that is accessible from application programs to provide well-
defined functionality 

[SOURCE: NISTIR.5153] 
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4 Abbreviations 

Abbreviations Meaning  

AMI advanced metering infrastructures 

API Application Programming Interface 

DID Decentralized Identifier 

DIM Distributed Identity Management 

DLT Distributed Ledger Technologies 

DSO Distribution System Operator 

GDPR General Data Protection Regulation 

HIL hardware-in-the-loop 

HW hardware device 

IoT Internet of Things 

KYC know your customer 

MO Microgrid Operator 

OEM Original Equipment Manufacturers 

RPC remote procedure call 

SDK Software Development Kit 

SSI Self Sovereign Identities 

W3C World Wide Web Consortium 

WoT Web-of-Trust 

ZKP Zero Knowledge Proof 

5 Distributed Identity Management in the Energy Sector 

5.1 Introduction 

The energy sector is undergoing a rapid digital transformation, driven by the integration of new distrib-
uted energy sources, smart grids technologies, new sector coupling concepts or advanced metering 
infrastructures (AMI). These technological advancements have paved the way for the decentralization 
of the energy system and created the need for secure and efficient identity management systems. 
This identity management has become critical to enable the identification and access to information of 
the different participants within energy ecosystems. At the same time, traditional centralized identity 
management approaches for electrical devices are increasingly seen as inadequate for the evolving 
needs of decentralized energy systems [11], while DIM systems leveraging on technologies such as 
blockchain and decentralized identifiers (DIDs) are gaining attention over the years [12]. In this Sec-
tion, the current state of the art of DIM in the energy sector will be reviewed, highlighting its signifi-
cance, challenges, and emerging trends. 

5.2 Short Bibliographic Analysis 

Overall, DIM refers to a system in which identity verification and authentication processes are decen-
tralized, allowing individuals or entities to control their identity information without relying on a central 
authority [9], [13]. In contrast to traditional centralized models, where a single entity or institution man-
ages user identities, DIM leverages on technologies such as cryptographic techniques, peer-to-peer 
networks or blockchain technology to enable a trustless and secure system applications [14], [15]. Dif-
ferent works are dealing with the use of blockchain for ensuring trust and increasing security while 
managing identities. For example, Ref. [13] develops an identity management model based on certifi-
cateless encryption algorithm of blockchain to enable users have full control over their identity data. 
The results of the model verification showed that it has fast information response ability compared to a 
centralized identity management system and an average delay of 0.4 seconds. Taking a step forward, 
Ref. [16] proposes a network model called “Trustful” based on public key infrastructure and signature 
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verification to build trust among users in a decentralized network for identity management. This works 
on a “Web-of-Trust” (WoT) network”2 model that allows the network participants to verify attributes 
about other users through a trusted network. 

SSI, the core component of the DIM framework, enables individuals and organizations to own, control, 
and share their digital identities without the involvement of intermediaries [17], [18], [19]. For example, 
in P2P energy trading, where participants exchange energy directly, SSI allows for the secure authen-
tication of prosumers (sellers) and consumers (buyers) [15], [20]. The development of SSI-based DIMs 
is still in an early stage, however several solutions have been already proposed. For instance, Ref. 
[21] designed the workflows and implementation of SSI based solution that enables zero-trust authen-
tication for resources sharing and acquisition. Similarly, Ref. [15] proposes a blockchain-based SSI 
and authentication mechanisms to prevent identity theft and masquerading in a distributed smart grid. 
In this case, a Merkle tree architecture was used for identification and authentication of IoT devices. 

Interesting applications of those ideas can be found for example in the use of SSI for renewable en-
ergy certification [22]. In all these works SSI has shown a main benefit by mitigating risks associated 
with identity fraud and unauthorized access to energy networks, while also improving transaction 
transparency and trust between participants, this fact has been analysed in [23]. The use of Distrib-
uted Ledger Technology (DLT), such as blockchain, when implementing SSIs provides a robust plat-
form and allows for the immutable recording of identity data, ensuring that each transaction is securely 
logged and can be audited when necessary [12], [17]. Researchers have explored the use of block-
chain-based identity systems for different applications such as smart contracts, grid management or 
energy markets, a survey can be found in [17]. An interesting analysis is provided in [14], where the 
relationship and architecture of DLT-based DIM is introduced and then three SSI technologies (uPort, 
ShoCard, and Sovrin) are evaluated. This evaluation was based on how those SSI can be applied for 
identity management using a framework that characterizes the nature of successful identity manage-
ment schemes. 

Despite numerous research works on the development and implementation of SSI based DIM, there is 
still need for real applications to ensure a seamless integration of this technology in energy use cases. 

5.3 Need for standardized protocols and frameworks 

One of the major current areas under development in SSI based DIM are related to addressing the 
challenge of the limited availability of standardized protocols and frameworks [24], [25]. Energy sys-
tems are highly heterogeneous, with varying technologies and standards across different regions and 
markets. For DIM to be effective, it must ensure seamless interoperability between different energy 
systems and stakeholders. Ongoing efforts by organizations such as the Decentralized Identity Foun-
dation (DIF) and the World Wide Web Consortium (W3C) aim to address these issues by developing 
standards for decentralized identifiers (DIDs) and verifiable credentials (VCs) [7], [8]. While DIM offers 
several advantages over traditional models, it also introduces new security and privacy concerns. The 
decentralized nature of DIM requires robust cryptographic mechanisms to protect against identity theft, 
data breaches, and unauthorized access. Additionally, the management of cryptographic keys pre-
sents a significant challenge, as users must safeguard their private keys to prevent identity loss [23]. 
Data privacy is also a critical concern in DIM systems [20], [26] and another major current research 
areas in SSI based DIM. 

Although decentralized systems allow for greater user control over personal data, there is a risk of cor-
relation attacks, where adversaries link multiple transactions to infer sensitive information about indi-
viduals [17]. Techniques such as zero-knowledge proofs (ZKPs) and homomorphic encryption are be-
ing developed to enhance privacy in DIM, allowing users to prove their identities without revealing 
unnecessary information [14]. The proliferation of IoT devices in the energy sector, such as smart me-
ters and sensors, presents new opportunities for DIM, those have been analysed in [27]. Edge compu-
ting, where data processing occurs closer to the source, can be combined with DIM to provide real-
time authentication and authorization of devices [28], [29]. This integration enables more efficient en-
ergy management and reduces latency in energy transactions. 

5.4 Conclusion 

This section has presented the state of the art of SSI-based DIM for the energy sector as well as the 
main research areas at the moment. In conclusion, as energy systems become more decentralized, 

————————— 

2 In cryptography, a WoT is a concept for establishing the authenticity of the bond between a public key and its owner. It offers 
a decentralized alternative to the centralized trust model of a public key infrastructure (PKI), which relies solely on a certifi-
cate authority (or a hierarchy thereof). 
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the adoption of DIM is considered crucial to enable trust and transparency in energy transactions, 
however still questions in interoperability and data privacy have to be answered and research is 
needed in applications of this technology in energy use cases. 

6 Selecting a Framework for Energy Use Cases 

6.1 Introduction 

SSI-based DIM solutions must meet certain requirements to be implemented in energy use cases, for 
example with regard to usability or interoperability. In this section, these requirements will be identified 
and an overview of selected SSI technologies that can be used in a DIM ecosystem will be presented. 
Those SSI technologies will be analyzed based on their inherent features, such as high data security, 
DIDs supports, performance and reliability as well as its applicability in the energy sector and other 
sectors with similar challenges. At the end of this section, these SSIs will be compared based on their 
response to the identified requirements and the most suitable one will be selected. 

6.2 Requirements Analysis of DIM for Energy Use Cases 

The provided requirements analysis considers functional, non-functional, security and compliance re-
lated requirement categories. From these categories, only the 10 most important requirements for en-
ergy use cases have been selected and presented as follows: 

1. Interoperability: The selected solution must comply with relevant standards, such as W3C, and 
allow for verifiable credentials. It must also be able to integrate with existing systems and be in-
teroperable with multiple blockchain networks. 

2. Usability and accessibility: The user interface of end-user applications must be easy to use, with 
comprehensive development, integration and customization of SSI tools. This is necessary to ena-
ble easy interaction of end users with the platform and support easy integration of other tools in 
the future. 

3. Developers community ecosystem: The presence of an active community is of utmost im-
portance as it provides developers with valuable support, resources and innovative ideas needed 
to develop cutting-edge systems and applications. In addition, established partnerships can also 
help improve credibility and integration potential. 

4. Decentralization: The system should be fully decentralized to allow for a unique, tamperproof 
identity that is not controlled by a central authority. If possible, the process should be automated 
so that end users who wish to participate in the energy use cases can easily register, receive a 
DID, and get confirmation for energy exchange. 

5. Scalability: It is necessary to have a platform that is scalable and allows access to data so that a 
large volume of devices can be identified in a few seconds (preferably nanoseconds). 

6. Performance and reliability: The platform must always be available and minimize downtime dis-
ruptions, and ensure reliable performance under adverse conditions. So that secure communica-
tion and identification can be established between all participants within the platform at all times. 

7. Flexibility and extensibility: To meet the specific needs and requirements of stakeholders, as 
well as to support diverse future use cases, the technology must allow for customization. This 
means that it must be dynamic and allow for new use case requirements to be easily integrated. 

8. Cost-effectiveness: To ensure effective application of the use case scenario in a real-world en-
ergy exchange, it is necessary to ensure cost-effective technology and reduced/zero device identi-
fication cost. 

9. Security and privacy: As end-customer data provides insights into user behaviors and how criti-
cal infrastructure can be used to adapt to changes in grid usage, the DIM system or platform must 
comply with, for example, the GDPR [3], implement privacy-preserving features (e.g. ZKP), and 
have a robust mechanism for verifying identities and authorizing transactions. 

10. Regulatory compliance: Compliance with energy standards and regulations is important when 
selecting the technology, to ensure legal acceptance and reduce regulatory risk during field trial 
implementation. 
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6.3 Overview of the main available Frameworks 

There are different SSI frameworks that can support DIM, however most of them are still in an early 
stage of development. Due to their maturity and applicability3 only four SSI types of frameworks have 
been considered in this work, with different main characteristics, on Table 1 the 4 types of most suita-
ble frameworks with its main characteristics are presented. 

Table 1 – SSI Types of Frameworks 

SSI Framework Type Description 

SSI-F Type 1 

Type of framework focused on decentralized attestations, allowing trusted entities to issue veri-

fiable claims without a central authority, supporting revocable credentials to maintain dynamic 

trust over time. 

SSI-F Type 2 
Type of framework enabling secure messaging, agent interoperability, and decentralized iden-

tity exchange based on the DIDComm protocol. 

SSI-F Type 3 
Type of framework designed to enable privacy-preserving identity management with support 

for minimal disclosure of personal information. 

SSI-F Type 4 
Type of framework that supports the issuance, management, and verification of digital creden-

tials throughout their lifecycle. 

6.3.1 SSI-F Type 1 

This Framework type represents a blockchain-based SSI framework designed to issue, manage and 
verify decentralized digital identities and credentials, an example of those SSI-F Type 1 would be KILT 
[31], Dock.io [41] or Polygon ID [46]. For example, KILT is built on the Polkadot ecosystem [32] and it 
provides users with control over their digital identities ensuring privacy preservation through selective 
disclosure of credentials. Protocols following this type provide tools to implement Decentralized Identi-
fiers (DIDs) and Verifiable Credentials (VCs). Those can be used for selective disclosure of data, this 
means that it allows users to share only the necessary information/data [31]. They are also compatible 
with various blockchain ecosystems and usually support revocation of verifiable credentials. The main 
use cases for type of framework are found in supply chain management for verifying the identity of 
suppliers and products, in digital identity verification for “know your customer (KYC) processes”, in fi-
nancial services and also for issuing academic credentials [33], [34]. 

6.3.2 SSI-F Type 2 

This second type of framework is used for building, managing and exchanging verifiable credentials on 
a blockchain network. An example of this second type would be the Hyperledger Aries [35] which fo-
cuses on providing the necessary tools to create interoperable identity solutions. Other examples 
would be Trinsic [47] or Indicio Network [48]. This type of SSI framework is mostly designed to enable 
different SSI frameworks and blockchain networks and supports DIDComm protocols for secure mes-
saging and can work with different DLTs. It can be used for creating systems that can interact across 
different SSI frameworks and can be used by organizations issuing and verifying credentials in various 
industries and to securely manage identities across different organizations and ecosystems. Use 
cases for this technology can be found in health care, supply chain management, energy manage-
ment, education and training, and finance [36], [37]. 

6.3.3 SSI-F Type 3 

The SSI- Framework type 3 is a privacy-focused SSI platform that leverages decentralized identity 
principles to give users control over their personal data, for example Privado [38], Microsoft ION [49] 
or Animo (w/ Hyperledger Aries + ZK extensions). It aims to enable secure and compliant identity 
management across various applications. The system focuses on user privacy and data minimization 
and users can only share the necessary information with others. The systems also ensures that all 
personal data is securely stored and transmitted and it helps organizations comply with data protection 
regulations like GDPR [3]. The main use cases of this technology are found in the health care sector, 
allowing patients control who accesses their medical records. In financial sector, the use case is to 
help customers to verify their identity with minimal data sharing [39]. In the E-commerce sector, there 

————————— 

3 See applicability analysis of those technologies in following references [30] [12] [9] [14]. 
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are also use cases found in enabling secure and private sharing of identity information with online 
merchants [40]. 

6.3.4 SSI-F Type 4 

The SSI- Framework type 3 is a decentralized network that enables secure issuance, management 
and verification of verifiable credentials, for example Dock [41], Hyperledger Indy/Sovrin [50] or Veres 
One. It is built to provide an interoperable solution for SSI across various industries. The system sup-
ports the creation and management of VCs and uses a blockchain for immutable credential storage 
and verification. It should be compatible with most existing identity standards and offers APIs and 
SDKs for easy integration. The main use cases are found in the education sector for issuing and veri-
fying academic credentials and for verifying professional qualifications and work history [40]. There are 
also use cases of this technology in supply chain for ensuring the authenticity of products and materi-
als through verifiable credentials [42]. 

6.4 Matching Requirements and Selected Framework Types 

The subsections above presented the requirements for energy use cases and the selected frame-
works based on general assessments. The remaining question is which of these frameworks will offer 
the best performance in an energy use case. To determine this, the frameworks must align with the 
identified requirements. A comparative analysis has been performed between the selected technolo-
gies and the results are summarized in Table 2. 

A detailed analysis of this comparison can be found in Table A.1, in the Annexes. 

Table 2 – Comparison of selected SSI Types of frameworks for DIM application in the 
energy sector 

Technology Strength Weakness Suitability for energy 

use cases 

SSI-F Type 1 ■ Decentralized identity management 

■ Interoperability 

■ Privacy and security 

■ Active community 

■ Complex integration 

■ Emerging technology 

■ High 

SSI-F Type 2 ■ Strong privacy focus 

■ User-centric 

■ Limited decentralization 

■ Lack of interoperability 

■ Low to moderate 

SSI-F Type 3 ■ Interoperability 

■ Modular and extensible 

■ Strong community support 

■ Complex setup 

■ Less focus on blockchain 

■ Moderate to high 

SSI-F Type 4 ■ Blockchain-based credentials 

■ Ease to use 

■ Interoperability 

■ Relatively new 

■ Limited features 

■ Moderate to high 

6.5 Conclusion 

The SSI framework types presented in this section offer unique approaches to managing and verifying 
digital identities. These technologies have been applied across different industries and use cases 
ranging from financial services, e-commerce, education, healthcare, supply chain management, etc. 
The selection of a particular technology for a particular application depends primarily on the require-
ments and characteristics of the use case. In the next subsection, the selected SSI types of frame-
works will be compared based on their performance against the identified energy use case require-
ments. For energy use case requirements, the comparison results of different framework types 
indicate that, due to decentralized identity management, privacy, high security, an active community, 
and interoperability, the SSI-Type 1 framework is the most suitable choice. 

7 Development of the System Architecture for a Microgrid Use Case 

7.1 Introduction 

A microgrid is an entity consisting of multiple coordinated loads and generating units, which functions 
as a controllable structure for the main grid and constrained within well-defined electrical boundaries. 
It may connect/disconnect to the utility grid, enabling it to serve in both grid-tied and autonomous 
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(islanded) modes, see [43] and [44]. A microgrid however presents currently the same challenges as 
the rest of use cases in the energy sector regarding to security vulnerabilities, privacy concerns, lack 
of user autonomy and interoperability issues. This section describes the microgrid for the case study, 
proposes a SSI-based DIM framework as a solution to the current challenges presented above, and 
finally develops the methodology for creating the decentralized identities. 

7.2 Proposed SSI-based DIM Model Framework Description 

The decentralized identity management model platform with its core components is presented in 
Fig. 1. The framework is built up upon five basic components namely the user side components, the 
Microgrid control system, the side-chain components, the on-chain components, and the stakeholders’ 
components. 

The user side components include the user application (App) and hardware device (HW). The user 
App is used by the consumer/prosumer to create their decentralized identifier and manage the private 
keys of the user. The hardware device houses the HW wallet and is used to communicate verifiable 
credentials together with the offer/request to the central trading platform of the Microgrid Operator 
(MO). 

The Microgrid control system is responsible for setting the business logic behind the trading mecha-
nism and communicating it to the central trading platform, through remote procedure call (RPC) to the 
enclave. 

 

Figure 1 – Proposed DIM General Architecture 

The side-chain components include the enclave and encrypted storage. The enclave contains the 
trading mechanism which resides on the state transition function (STF) and guarantees the confidenti-
ality and integrity of the code to the users through the attestation service. The development and work-
ing of the enclave are discussed in [45]. Both Microgrid control system and enclave are operated by 
the MO. 
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The on-chain components used in this example are the IntegriTEE and KILT parachains which are 
second-layer blockchain networks built on Polkadot relay chain. The IntegriTEE parachain is used for 
storing the attestation of the enclave while the KILT parachain is used for creating and storing the us-
ers DIDs. 

The last set of basic components include the stakeholders’ components. Those are the Distribution 
System Operator (DSO) and Original Equipment Manufacturers (OEM) back-ends, that represent to-
gether with the MO, the central authorities regulating the participation into the microgrid energy trading 
platform. 

7.3 The double-triangle of trust 

In decentralized identity management, it is important to identify where trust already exists between ac-
tors and how to verify each communication before data is accepted or read, to avoid violating privacy 
law and ensure secure communication. A double-triangle of trust is used to show that the model satis-
fies the trust requirements which are used for data verification between the actors in the network. 
Fig. 2 shows the double-triangle of trust for the proposed model. The dotted lines show where trust al-
ready exists, while the full lines show the presentation or issuing of verifiable credentials. It is im-
portant to note that the DSO and the User are participating in both triangles of trust. While the User 
acts as Holder in both triangles, the DSO acts as a Verifier in one and as an Issuer in the other one. 

The double-triangle of trust follows the following logic: Triangle I is activated by the OEM which issues 
the device owner (User) a Verifiable Credential (VC) upon request. This VC (VC1) will be submitted to 
the DSO to request approval to participate in the energy trading platform. Once the DSO has ap-
proved the VC1 of the User, the triangle II will be activated. In this second triangle, the DSO issues a 
new VC (VC2) for the participation in the trading platform and the User presents this new VC2 to the 
microgrid control system (MO – enclave) to offer/request energy in the energy trading platform. In this 
way, trust among participants is established and it is ensured that the devices are securely identified 
and verified during energy exchange. Also, this helps to ensure that data exchanged in the platform is 
secured and confidential. 

 

Figure 2 – Double-Trust triangle of the proposed model 

7.4 Decentralized Identity Creation 

The decentralized identity creation follows the sequence diagram presented in Fig. 3. Each User (con-
sumer, prosumer, or energy producer) generates a Decentralized Identifier (DID) by sending a DID 
creation request from its User APP to the KILT Protocol (1:Request DID). This process involves creat-
ing a public-private key pair, where the private key remains with the participant, and the public key is 
used to create the DID. The KILT Parachain Generates DID (2:Generate DID) and send it to the User 
(3:Send User’s DID). The User then sends a verification request to OEM with their DID and device 
identification number (4:Request device VC). The OEM creates the device’s VC (5:Create VC1) and 
responds by sending the User the VC1 (6:Send VC1) upon confirmation that the device  identification 
number belong to a list of devices that have manufactured in the past. This VC1 contains the device 
characteristics and the VC expiration date. The VC1 is stored in the Users Wallet (7:Store VC1 in User 
Wallet). The User submits his VC1 to the DSO to request approval to participate in the energy trading 
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platform (8:Present VC1). The DSO verifies the VC1 submitted by the User (9:Verify VC1). This 
means the DSO evaluates the characteristics of the verified User’s device, such as maximum power, 
voltage, current, location, etc., to determine whether it can safely participate in the energy trading plat-
form. Upon verifying that the device characteristics meet the requirements for participating in the en-
ergy trading platform then, the DSO verifies the DID in the Kilt Parachain (10:Request DID verification 
/ 11:Verify DID / 12:Send verification) and issues the User another signed verifiable credential (13:Cre-
ate VC2). This VC (VC2) is signed with the DSO private key. VC2 contains the DID of the device and 
its characteristics and it enables the User to participate in the energy trading and the maximum power 
allowed by the DSO (14:Post VC2). The User stores this VC2 in its HW Wallet (15:Store VC2 in HW 
Wallet). The attestation in both VC1 and VC2 are stored on the KILT blockchain, and the credential 
are posted to the User. Users can manage these credentials, deciding when and with whom to share 
them. Credentials are shared selectively during interactions within the microgrid, ensuring that only 
necessary information is disclosed. Two general issues that are important for the implementation are: 
1) the process of getting ”prepaid” KILT token into an Raspberry Pi (called OLI Box) works under the 
usability aspect, and 2) that the hardware secure modules are (not) required for this process. 

 

Figure 3 – Sequence diagram of the proposed decentralized identity creation 

7.5 Secured Energy Trading and Transaction Management 

The energy exchange for the proposed decentralized identity management platform follows the se-
quence diagram shown in Fig. 4. The participant’s agent (User HW) calculates the energy request/of-
fer (1:Calculate energy request/offer) and sends it to its HW’s Wallet to authenticate the Request/Offer 
(2:Send offer/request data / 3:Create verifiable offer/request with VC2). The Userwallet authenticates 
the information by adding the verifiable credential (VC2) and signing it using the User’s private key. 
The verifiable credential, together with the request/offer is then posted to the enclave of the Microgrid 
Operator (MO) (4:Post offer/request). The enclave of the MO, then verifies if the credential (VC2) is 
authentic and not revoked and that it was issued by the DSO (5:Verify DSO signature / 6:Request VC 
verification). The KILT protocol verifies the participant’s credentials without revealing unnecessary per-
sonal information, ensuring privacy and security. If the verification is successful (7:Verify VC / 8:Send 
confirmation), the energy sharing of the User will be accepted (9:Confirm energy trading). The verifica-
tion is repeated any time the User presents an energy offer/request to the MO. In this way, the trust 
between participants is established and the secure identification and verification of devices during en-
ergy exchange it is ensured. Additionally, this helps ensure that data exchanged on the platform is 
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secure and confidential. The user receives the confirmation of the enclave (10:Publish energy trading 
results), verifies the signature of the enclave (11:Verify enclave signature) and implements the new set 
points (12:Send data / 13:Analyze results and set controls). 

 

Figure 4 – Sequence diagram of energy exchange for the proposed DIM 

7.6 Conclusion 

In this subsection, the general DIM framework model has been explained, and all core components 
have been described. The underlying logic of the SSI-based DIM framework follows the double-trian-
gle of trust model. Identity creation and transaction management have also been developed and illus-
trated through the sequences of necessary information exchanges and activities. 

8 Laboratory Testing and Evaluation 

8.1 Introduction 

This section presents the laboratory test set-up, the tested on-boarding and energy exchange and the 
main experimental results of the test. In order to make the results of this section easily to follow, all the 
details in the Laboratory implementation have been provided in the Annexes. 

8.2 Experiment Set-up 

The proposed model was evaluated in a hardware-in-the-loop test at the Energy Systems Laboratory 
of the Reutlingen University. A simple four-user microgrid was emulated and each user device was 
represented by a Raspberry Pi. The developed DIM model was deployed on a cloud virtual machine to 
facilitate communication with the application programming interface (API) and to perform configuration 
experiments close to a field test scenario. The Postman desktop application was used to demonstrate 
the user interface for participants to show how they communicate with the model from the device level 
and the corresponding response. 

8.3 On-boarding and energy exchange 

The laboratory test followed 5 main steps, from registration to energy exchange. 
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■ Step 1: OEM and DSO registration. For that purpose, two accounts are created4, one for the OEM 
and one for the DSO. Both accounts are doted with Faucet Kilt coins5. The DIDs are then created 
for each of the admins accounts and used to create a schema6 and those are stored on the block-
chain. The OEM schema (used to issue VC2) includes the device name, device serial number, de-
vice id, maximum voltage, rated power, electronic description, and device validity. The DSO 
schema (used to issue VC2) includes the device id, device validity, max allowed power, rated 
power, and device type. 

■ Step 2: User registration. The four users on the microgrid are represented by a single Raspberry 
Pi device each. Those devices are used to initiate the on-boarding process by inputting the details 
of their household on the Postman App and sending a request for registration to the platform and 
the creation of a DID in the Kilt parachain7. Thus, this means that the users are now fully regis-
tered and can exchange energy within the platform. 

■ Step 3: Device certification. Through the Postman App, the four users submit a request to the 
OEM address to certify their device, obtain VC15, to participate in the energy trading of the mi-
crogrid. 

■ Step 4: Claim creation. Also, through the Postman App, the four users submit a claim to the DSO 
to become a participant in the microgrid trading. This claim includes the VC1 already issued by 
OEM and the response is the VC26 for each of the user. 

■ Step 5: Service Access/Energy exchange. With their credentials in place, the users are able to ac-
cess the microgrid energy trading and submit request/offers7 at any time. This energy trading and 
identity verification process happens in every market slot. During energy exchange, the user agent 
residing on the Raspberry Pi calculates the quantity of energy that will be available for exchange in 
the platform. This amount is entered as an input together with VC2 and posts to the Enclave from 
the Participants Raspberry Pi. 

8.4 Conclusions and Experimental Results 

The experiment was successfully developed in its 5 steps and showed how microgrid participants (us-
ers) can create and use their DID to receive their verifiable credentials and participate in the microgrid 
trading mechanism. From the requirements identified, the following were tested with successful re-
sults: interoperability, developers community ecosystem, decentralization, performance and reliability, 
security and privacy and regulatory compliance. Because of its importance, the results in data privacy 
and regulatory compliance are discussed separately in the next section. 

9 Discussion about Data Security, Privacy and Regulatory Compliance 

9.1 Introduction 

In the developed model, participants use their DID to control which entities have access to their en-
ergy usage data, contributing to enhanced data privacy. For example, a prosumer may choose to 
trade energy production data with the central hub for grid stability monitoring but may withhold it from 
other participants. Also, since DID are pseudoanonymous, the particular owner of a certain verifiable 
credentials may not be known by the market operator managing the central hub. However, the market 
operator can be assured that the participant is allowed to participate in the energy trading by verifying 
their VC. The decentralized nature of the Framework used allows for compliance with local energy 
regulations by providing auditable records of energy transactions. 

Regulatory bodies can access anonymized data to verify compliance without infringing on individual 
privacy. They can also verify the eligibility of the individuals to trade electricity without infringing on the 
individuals data privacy. In terms of security threats, the protocol and associated DID management 
systems provides opportunity for regular update to protect against emerging security threats. This 

————————— 

4 The instruction used to create those accounts is createAdminKeyPair EndPoint and the resulting account types are admin 
accounts and usually represented by an address. 

5 The link to the facet used in this experiment is https://faucet.peregrine.kilt.io/ 

6 A Schema describes the list of variables in which the OEM and the DSO can attest their values for a user and issue VC on 
this variables. 

7 This is done with the instruction AddUser EndPoint following the instruction CreateUserDID EndPoint to create a DID for 
each user in the KILT Parachain. 
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regular update helps to maintain the security and integrity of the wallets when deployed to a field test 
to ensure that users private data are well secured. For all these reasons, the solution developed also 
complies with the requirements of Data Security and Privacy and Regulatory Compliance identified in 
section 3. 

9.2 Data Privacy and Access Control 

The developed model enables participants to exercise granular control over access to their energy us-
age data using DIDs, enhancing data privacy in Selective Data Sharing and Pseudonymous Identity. 

a. Selective Data Sharing: Participants can choose to share specific energy data with designated en-
tities. For instance, a prosumer may provide energy production data to the central hub for grid sta-
bility monitoring while withholding it from other participants. 

b. Pseudonymous Identity: As DIDs are pseudonymous, the identity of the holder of a particular veri-
fiable credential (VC) remains unknown to the market operator managing the central hub. How-
ever, the operator can verify the validity of the VC to confirm the participant’s eligibility for energy 
trading. This ensures privacy while maintaining operational transparency. 

9.3 Regulatory Compliance and Data Auditability 

The decentralized KILT protocol offers mechanisms to ensure compliance with local energy regula-
tions 

while preserving individual privacy in Auditable Transaction Records and Eligibility Verification. 

a. Auditable Transaction Records: Energy transaction data can be anonymized and made availa-
ble for regulatory auditing, allowing oversight bodies to verify compliance without compromising 
participants’ privacy. 

b. Eligibility Verification: Regulatory authorities can verify participants’ eligibility to trade electricity 
through the examination of anonymized credentials, further ensuring adherence to regulatory re-
quirements. 

9.4 Double Triangle of Trust 

The model incorporates a “double triangle of trust” framework, which enhances the credibility and op-
erational efficiency of the energy trading system by Device Verification and Market Participation. The 
double triangle of trust provides an opportunity for the device owners to prove the eligibility of their de-
vices to participate in the microgrid energy trading and at the same time give the DSO to control the 
power and energy traded within the microgrid to avoid causing uncontrollable local congestion. The 
first verifiable credential (VC1) provides an opportunity for the DSO to know the capacity and original-
ity of the devices willing to participate in the microgrid energy trading. This also includes the validity of 
the devices. Hence, since the DSO trusts the OEMs who are the device manufacturers, they can verify 
that the credential was issued by OEM through secured verification and issue verifiable credentials 
(VC2) to the participants based on the information verified from VC1. In the same way, the market op-
erator can verify that the participant is allowed or permitted to participate in the microgrid energy mar-
ket by verifying the details of VC2 before entering the bid/offer into the ordered book. This prevents 
the market participants from bidding on what they cannot consume or offering what they cannot pro-
duce in the market platform and thereby discourage gaming of the market. 

a. Device Verification: The first VC (VC1) enables the Distribution System Operator (DSO) to vali-
date the capacity, originality, and operational validity of devices willing to participate in the mi-
crogrid. Since the DSO trusts the Original Equipment Manufacturer (OEM), it can verify that the 
VC1 was issued by the OEM. Based on this verified information, the DSO issues a second VC 
(VC2) to participants, certifying their devices for energy trading. 

b. Market Participation: The market operator uses VC2 to verify that participants are eligible to 
trade within the microgrid. This prevents participants from submitting bids or offers that exceed 
their production or consumption capacity, mitigating potential market manipulation and gaming. 
This dual-layered trust structure ensures that only compliant and verified devices and participants 
engage in energy trading, reducing the risk of congestion and maintaining grid stability. 

9.5 Security and Threat Mitigation 

The protocol implemented and its associated DID management system provide robust protection 
against security threats by Regular Security Updates and Field-Test Readiness. 

a. Regular Security Updates: The model supports regular updates to address emerging security 
vulnerabilities. These updates maintain the integrity and security of participants’ wallets and data. 
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b. Field-Test Readiness: The model is designed to withstand security challenges in field test sce-
narios, ensuring the protection of private user data during practical deployments. The results 
demonstrate that the developed model successfully integrates privacy, security, and regulatory 
compliance within a decentralized energy trading framework. Through its pseudonymous DID sys-
tem, trust mechanisms, and robust security measures, the model is well-suited for deployment in 
real-world microgrid energy markets, addressing both operational and regulatory requirements. 

10 Conclusion 

The main objective of this specification is the analysis, design, and development of an SSI-based DIM 
for the energy sector, along with its application and testing in a microgrid case study. To achieve this, 
the work investigates the requirements of DIM and compares different SSI-based DIM solutions for en-
ergy use cases, selecting the most suitable framework solution. This solution demonstrates superior 
performance when evaluated against typical functional and non-functional requirements of energy ap-
plications, owing to its inherent features such as decentralization, interoperability, security architec-
ture, and an active community. 

Subsequently, this work enabled the development of the DIM model based on SSI technology, which 
was successfully implemented and tested in a laboratory environment simulating a microgrid with four 
users. The hardware-in-the-loop test was conducted successfully, meeting most of the identified re-
quirements regarding interoperability, developer community ecosystem, decentralization, performance 
and reliability, security and privacy, and regulatory compliance. Furthermore, security, privacy, and 
regulatory compliance were analyzed in detail, given their critical importance in the context of DIM. 

The main contributions of this work have been: The development, implementation and test of a new 
DIM system tailored to the needs of energy use cases; The development and validation of the double 
triangle of trust to solve the trust problem; The hardware-in-the-loop test of a microgrid in the Reut-
lingen University Energy systems laboratory for validating the both developments; The successful 
identification and qualification of users to participate in energy trading activities and; The validation of 
the fulfillment of DIM requirements of energy use cases in the solution developed. 

The main contributions of this work are: 

■ The development, implementation, and testing of a new DIM system tailored to the needs of en-
ergy use cases; 

■ The development and validation of the double triangle of trust model to address the trust chal-
lenge; 

■ The hardware-in-the-loop testing of a microgrid at the Reutlingen University Energy Systems La-
boratory to validate both developments; 

■ The successful identification and qualification of users to participate in energy trading activities; 
and 

■ The validation of the solution’s fulfillment of DIM requirements for energy use cases. 

The results demonstrate that the developed model can effectively identify users and facilitate transac-
tions in energy use cases. The primary benefits of the model include enhancing user security, granting 
users autonomy over their data, and enabling secure sharing of data with selected partners. Future 
work will focus on extending the model to a field test scenario, where its scalability and robustness can 
be comprehensively evaluated.  

One of the primary challenges in this domain is the limited availability of standardized protocols and 
frameworks. The solution presented herein constitutes one viable approach. Nonetheless, alternative 
solutions exist, and it is imperative that standardization bodies evaluate and validate multiple ap-
proaches across diverse energy use cases to determine the most appropriate and effective solution.  
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Analysis of DIM requirements for energy sector 

In table A.1 are presented the results of the in-deep comparison of the four SSI Solutions based on 
the DIM requirements for the energy sector. 

Table A.1 – Comparison of SSI solutions based on the DIM requirements 
for energy sector use 

Requirements SSI-F Type 1 SSI-F Type 2 SSI-F Type 3 SSI-F Type 4 

Decentralization DIDs Support: Fully 

supports DIDs and 

VCs. 

Blockchain Integra-

tion: Built on i.e. Pol-

kadot, providing strong 

decentralization and 

cross-chain capabili-

ties. 

DIDs Support: Strong 

support for DIDs and 

VCs. 

Blockchain Integra-

tion: Requires addi-

tional blockchain lay-

ers but offers strong 

identity capabilities. 

DIDs Support: Fo-

cuses more on pri-

vacy; limited emphasis 

on DIDs.  

Blockchain Integra-

tion: Not inherently 

blockchain based, pri-

marily a privacy fo-

cused platform.  

DIDs Support: Native 

blockchain solution 

with full support for 

DIDs and VCs. 

Blockchain Integra-

tion: Designed for 

blockchain-based 

identity management. 

Usability and ac-

cessibility 

User-Friendly Inter-

faces: Provides com-

prehensive tools and 

documentation for us-

ers and developers. 

Developer Tools and 

Documentation: 

Strong community 

support. 

User-Friendly Inter-

faces: Offers flexible 

tools for integration 

and development. 

Developer Tools and 

Documentation: 

Strong support i.e. 

from Hyperledger 

community. 

User-Friendly Inter-

faces: Privacy centric-

tools are user-friendly 

but less focussed on 

identity management. 

Developer Tools and 

Documentation: mod-

erate resources availa-

ble. 

User-Friendly Inter-

faces: Simple and in-

tuitive APIs and tools. 

Developer Tools and 

Documentation: 

Good support for de-

velopers. 

Security and Pri-

vacy 

Data privacy: Strong 

focus on privacy with 

features like selective 

disclosure. 

Cryptographic Secu-

rity: Uses robust cryp-

tographic methods.  

Authentication and 

Authorization: Strong 

mechanism. 

Data privacy: Sup-

ports privacy through 

secure messaging and 

VCs. 

Cryptographic Secu-

rity: Very strong. 

Authentication and 

Authorization: Robust 

SSI methods. 

Data privacy: High 

emphasis on privacy, 

using encryption and 

consent management. 

Cryptographic Secu-

rity: Very strong. 

Authentication and 

Authorization: Focus 

on privacy over decen-

tralized identity. 

Data privacy: Empha-

sizes secure access 

control. 

Cryptographic Secu-

rity: Uses blockchain 

security principles. 

Authentication and 

Authorization: 

Strong. 

Scalability Handling Large vol-

umes: Scalable due to 

i.e. Polkadot’s archi-

tecture. 

Efficient Transaction 

Processing: Efficient 

with blockchain scala-

bility features. 

Handling Large vol-

umes: Scalability can 

vary based on imple-

mentation, suitable for 

decentralized applica-

tion. 

Efficient Transaction 

Processing: Can be 

efficient with proper 

setup. 

Handling Large vol-

umes: Not specifically 

designed for scalability 

in decentralized mar-

kets. 

Efficient Transaction 

Processing: Primarily 

focused on data pri-

vacy, not scalability. 

Handling Large vol-

umes: Designed for 

scalability, with block-

chain support. 

Efficient Transaction 

Processing: Efficient 

especially for creden-

tial verification. 

Community Active community 

engagement: Strong 

community with sup-

port from the Polka-

dot’s ecosystem. 

Partnership and col-

laborations: Active 

collaboration within the 

energy sector. 

Active community 

engagement: Strong 

support from i.e. Hy-

perledger community. 

Partnership and col-

laborations: Broad in-

dustry engagement. 

Active community 

engagement: moder-

ate, focused on pri-

vacy. 

Partnership and col-

laborations: Limited 

to privacy-centric or-

ganization. 

Active community 

engagement: Growing 

community support on 

security. 

Partnership and col-

laborations: Engaging 

with multiple sectors. 
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Requirements SSI-F Type 1 SSI-F Type 2 SSI-F Type 3 SSI-F Type 4 

Performance and 

reliability 

Availability: Designed 

for high availability 

through Polkadot’s in-

frastructure. 

Reliability and Fault 

Tolerance: Robust, 

leveraging on block-

chain technology. 

Availability: Good 

availability with proper 

setup. 

Reliability and Fault 

Tolerance: Strong due 

to modularity and in-

teroperability. 

Availability: Focus on 

privacy, availability is 

moderate. 

Reliability and Fault 

Tolerance: Reliable 

for privacy but not for 

decentralized identity. 

Availability: Designed 

for reliable perfor-

mance with block-

chain. 

Reliability and Fault 

Tolerance: Robust for 

credential manage-

ment. 
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Laboratory experiment 

The proposed model was evaluated through a hardware-in-the-loop (HIL) laboratory test conducted in 
the Energy Systems Laboratory at Reutlingen University. The test environment emulated a simple mi-
crogrid consisting of four users. Each household device within the microgrid was represented using a 
Raspberry Pi. The developed distributed identity management (DIM) model was deployed on a cloud-
based virtual machine to facilitate seamless communication via an application programming interface 
(API) and to simulate a setup that closely resembles a real-world field test scenario. Fig. B.1 presents 
an overview of the architecture used. The application follows the REST API architecture and was pro-
grammed on the express.js web application framework. 

As database, the experiment makes use of MongoDB for persistent data like admin, user or bid data. 
The blockchain-based credential management is implemented through the KILT protocol. 

 

Figure B.1 – Architectural overview of the implemented laboratory experiment 

B.1 Laboratory Setup and Endpoints 

The implemented lab experiment exposes a REST API that enables the management of users, decen-
tralized identities (DIDs), verifiable credentials, schemas, and bid-related information. Figure B.2 
shows an overview of the exposed endpoints, to which the test client (in the case of this lab experi-
ment, the postman app) can post or get information. The exposed endpoints and their methods and 
descriptions are given in the following sections. 
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Figure B.2 – Graphical overview representation of the implemented API endpoints 

B.1.1 Administration Endpoints 

Method Endpoint Description 

 /api/admin/account Creates a new administrator account. 

 /api/admin/accounts Retrieves all registered administrator accounts. 

 /api/admin/account/:address 
Retrieves the details of an administrator identified by 
its blockchain :address. 

 /api/admin/did 
Creates a Decentralized Identifier (DID) for an admin-
istrator. 

 /api/admin/assertion-method 
Adds an assertion method (signing capability) to an 
administrator's DID. 

B.1.2 User Endpoints 

Method Endpoint Description 

 /api/users Registers a new user in the system. 

 /api/users Retrieves all registered users. 

 /api/users/:userId Retrieves information about a specific :userId. 

 /api/users/:userId/identity 
Creates a Decentralized Identifier (DID) for the spec-
ified :userId. 

B.1.3 Schema Endpoints 

Method Endpoint Description 

 /api/schemas/create-and-register 
Creates and registers a new CType schema on the 
KILT blockchain. 

 /api/schemas Retrieves all registered schemas. 

 /api/schemas/:title Retrieves a schema by its :title. 

B.1.4 Credential Endpoints 

Method Endpoint Description 

 /api/credentials/create-and-issue Creates and issues a Verifiable Credential for a user. 
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B.1.5 Verification Endpoints 

Method Endpoint Description 

 /api/verification/verify 
Verifies the authenticity and validity of a Verifiable 
Credential. 

 /api/verification/verify-and-issue 
Verifies a credential and, if valid, issues a new cre-
dential. 

 /api/verification/verify-and-save 
Verifies a credential and stores the associated bid in-
formation. 

B.1.6 Bid Management Endpoints 

Method Endpoint Description 

 /api/bids Retrieves all stored bids. 

 /api/bids/user/:userId Retrieves all bids associated with a specific :userId. 

 /api/bids/:bidId Retrieves a specific bid by its identifier (:bidid). 

 /api/bids Creates a new bid. 

 /api/bids/:bidId Updates an existing :bidId. 

 /api/bids/:bidId Deletes an existing :bidId. 

B.2 Step-by-Step Evaluation of the On-boarding and Energy Exchange Model 

This section provides a Step-by-Step guidance to the process of On-boarding and Energy Exchange 
Model. 

B.2.1 OEM and DSO Registration 

This subsection outlines a systematic evaluation of the on-boarding process and energy exchange 
within a smart microgrid system, focusing on the technical and procedural steps involved in setting up 
participants and enabling energy transactions. Two administrative accounts were established for the 
Original Equipment Manufacturer (OEM) and the Distribution System Operator (DSO) using the Cre-
ate Admin KeyPair EndPoint. The Create Admin KeyPair EndPoint requires no input. The output is an 
adminId, public address, mnemonic and confirmation message as shown in Fig. B.2. 

The accounts, categorized as admin accounts and represented by unique addresses, were funded 
with Faucet KILT coins obtained from Faucet Peregrine using their address. Subsequently, Decentral-
ized Identifiers (DIDs) were created for both accounts using Create Admin DID endpoint as shown in 
Fig. B.3. The input to the Create Admin DID endpoint is the admin address. The output is the admin 
address, DID and confirmation message. 

Schema Creation for OEM 

The OEM DID was employed to create and store a schema on the blockchain. This schema specifies 
variables that the OEM can attest to when issuing verifiable credentials (VC1) for a particular user. 
The OEM schema included: 

■ Device name 

■ Device serial number 

■ Device ID 

■ Maximum voltage 

■ Rated power 

■ Device OEM 

■ Electronic description 

■ Device validity 

Schema Creation for DSO 

Similarly, the DSO DID was used to create and store its schema on the blockchain. This schema was 
utilized to issue verifiable credentials (VC2) and included: 
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■ Device ID 

■ Device validity 

■ Maximum allowed power 

■ Rated power 

■ Device type 

The endpoint /api/schemas/create-and-register  was used for schema creation. The only differ-
ence is that the owner of the schema needs to be specified by adding the did and mnemonic of the 
owner at the input. Before any admin account will be allowed to create a schema, the account needs 
to be given permission to do that by using the /api/admin/assertion-method endpoint. This endpoint 
requires the admin address as the input and the output is a confirmation message. 

B.2.2 User Registration 

Four electricity traders on the microgrid were represented by individual Raspberry Pi devices. These 
users initiated the on-boarding process by submitting their household details via the  /api/users 
endpoint. The inputs of the endpoint are the user’s serialNumber, deviceId, Name, and email as 
strings in JSON format. The output of this endpoint is the userId and a confirmation message. 

Following successful registration, DIDs were created for each user using the /api/us-
ers/:userId/identity with the Administrator address and :userId (output of the Add User Endpoint) 
as the input. The outputs of this endpoint are a userIdentity JSON object and a confirmation message. 
The userIdentity includes the user mnemonic, publicKey, DID, and an empty bracket for credentials. At 
this stage, users were fully registered but not authorized to participate in energy exchange on the plat-
form as the users still have no credentials. 

B.2.3 Device Certification 

Each household then submitted a certification request to the OEM address to validate their devices for 
participation in energy trading. Using the /api/credentials/create-and-issue endpoint, the OEM is-
sued verifiable credentials (VC1) to each household, as defined by the schema stored on the block-
chain. The input to the /api/credentials/create-and-issue endpoint is the userId, adminaddress, 
ctypeTitle and credential data. 

The response of the endpoint is a confirmation message, credentials details, proof and salt. At this 
point, the credentials can be seen at the user wallet using the /api/users or /api/users/:userId end-
points. 

B.2.4 Claim Creation 

To become active participants in the microgrid, the households submitted claims to the DSO. These 
claims included the VC1 issued by the OEM. The /api/verification/verify-and-issue endpoint was 
used to process these claims by verifying the submitted credentials and issuing another verifiable cre-
dential (VC2) for each household. The VC2 serves as proof of the household’s eligibility to participate 
in the microgrid’s energy exchange. The inputs are the userId, credentialsId (this is the Id if VC1 that 
needs to be verified), adminaddress(this is the address of DSO), ctypeTitle (the DSO credentials 
schema), credentials data and proofOptions. The credentials data is the data of the new credentials 
(VC2) that will be issued by the DSO. The proofOptions are the details of the VC1 that needed to be 
verified. The response of this call is the details of VC2 issued to the user with the userId. 

B.2.5 Service Access and Energy Exchange 

With verified credentials in place, participants gained access to the microgrid energy trading system. 
Households submitted bids and offers for energy trading using the /api/verification/verify-and-
save endpoint. The platform successfully verified and recorded these transactions. During energy ex-
change, the user agent on each household’s Raspberry Pi device calculated the available energy for 
trade. This value, along with the VC2, was transmitted to the platform via the Raspberry Pi. The en-
ergy exchange process was executed for each market slot, ensuring accurate identity verification and 
transaction recording. The inputs to this endpoint are the userId, credentialsId (VC2), proofOptions, 
and bid. proofOptions are the details of VC2 that needed to be verified by MO before accepting the bid 
or offers for matching. The response of the EndPoint are the proof of the successful verification of VC2 
and the stored bid or offer. 
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